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Abstract:

Law enforcement in the metaverse era has placed authorities and policymakers in increasingly complex
challenges of prevention and enforcement. While existing studies offer valuable insights, they remain limited
in addressing the emerging dynamics of crime within conventional digital environments. In addition to
addressing the limitations of existing studies, this research aims to explain the characteristics of online
crime and deviant behavior in the Metaverse and their implications for law enforcement practices. This
study adopts a qualitative descriptive approach grounded in multimodal ethnography to elucidate the
patterns, operational modalities, and forms of impact that emerge within immersive environments. The key
findings indicate that crime in the Metaverse not only transcends the characteristics of conventional
violations but also generates more complex forms of symbolic, psychological, and virtual economic harm.
Anonymity, cross-jurisdictional interactions, and avatar-mediated engagement further complicate the
attribution of legal responsibility. In other words, the transformation of digital spaces necessitates more
responsive regulatory adaptation to ensure effective legal protection. The significance of this study lies in
its contribution as a conceptual foundation for the development of policies and law enforcement strategies
in the metaverse era.
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Introduction

In the era of the Metaverse, law enforcement faces complexities that extend beyond
prevention to include the normative handling of moral violations within immersive
environments. The character of interactions based on avatars, anonymity, and cross-
jurisdictional connectivity increasingly blurs the boundary between symbolic actions and
their real-world consequences (Kang & Rhee, 2025). According to Tiwari et al. (2025), in
addition to the growing diversity of modes and motives, the definitions of victims and
perpetrators have become problematic because digital identities can be engineered,
duplicated, or disguised, thereby complicating the attribution of legal responsibility.
Metacrime and other forms of online deviance in the Metaverse also exhibit significant
differences in psychological impact, virtual economic losses, and the intensity of immersive
experiences perceived by victims (Zhou et al., 2024). The complexity of law enforcement in
the metaverse era, therefore, needs to be explained through an interdisciplinary approach
that integrates cyber law and digital criminology. Such an approach is essential to ensure
that legal systems can respond to evolving forms of violations proportionately and adaptively
in the metaverse era.

The distinctive characteristics of metaverse-based online crime and deviance,
compared with conventional crime, can be explained through the concepts of cybercrime
and space transition theory, which emphasise ontologically distinct interaction structures
(Martha, 2024; Zhou et al., 2024). Within the context of the Metaverse, crime is no longer
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dependent on geographical proximity; rather, it is shaped by network connectivity and
avatar-mediated interactions that enable offenders to manipulate their identities (Kuznetsova
et al., 2025). While conventional crimes are generally based on direct contact and material
evidence, activities in the Metaverse are often symbolic and immersive, leaving complex
digital traces. According to XinYing et al. (2024), social deviance in the Metaverse also
tends to occur within virtual community spaces whose norms and sanctioning mechanisms
are not yet firmly established, thereby blurring the boundary between deviant behavior and
creative expression. These characteristics indicate that metaverse-based crime has a more
complex dimension, particularly in its prevention.

Preventing crime in the Metaverse requires an approach that differs from
conventional strategies, which generally rely on physical control, patrols, and repressive
enforcement. Tilley & Sidebottom (2014) emphasise the importance of environmental
engineering to reduce opportunities for crime. However, in the context of the Metaverse, the
“environment” takes the form of digital architecture, algorithms, and interaction design. The
routine activity approach must also be reinterpreted, as the convergence of offender, target,
and the absence of a capable guardian now occurs within virtual spaces that are not bound
by geographical limitations (Chawki et al., 2024; Leukfeldt & Yar, 2016). While
conventional crimes can often be prevented through the physical presence of law
enforcement, crime prevention in the Metaverse requires integrating safety-by-design
principles, Al-based moderation, and user digital literacy. The complexity of law
enforcement in the metaverse era is therefore crucial to examine in order to formulate
regulatory and preventive models that are adaptive and responsive to the continuously
evolving dynamics of digital crime.

Over the past five years, studies addressing law enforcement issues in the digital era
have tended to adopt a normative orientation and have largely focused on three dominant
themes. First, studies that examine harmonization of regulations and reform of cyber legal
frameworks to accommodate technological developments (AllahRakha, 2024; Febriansyah
et al., 2026; Fekolli et al., 2025). Second, studies that analyze aspects of personal data
protection and information security as the foundation of legal legitimacy in digital spaces
(Abouahmed et al., 2024; Kalashnikova, 2022; Sepulveda et al., 2025). Third, studies that
evaluate the effectiveness of law enforcement in addressing transnational cybercrime,
including challenges related to jurisdiction and international cooperation (Cao & Vu, 2025;
Magableh & Al-Shawabkeh, 2024; Setiyawan et al., 2024). These three themes indicate that
the approaches employed in existing studies remain largely structural and normative.
Meanwhile, the immersive and social dynamics within the metaverse environment have not
yet been comprehensively and contextually explored and, in many cases, have been
overlooked.

The aim of this study is not only to address the limitations of previous studies but
also to analyze the characteristics of online crime and deviant behavior in the Metaverse.
This focus is important because the Metaverse has introduced a configuration of immersive
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interactions based on avatars and cross-jurisdictional engagement, meaning that the patterns
of violations that emerge cannot be fully explained through conventional cybercrime
frameworks. Dwivedi et al. (2023) argue that, in addition to their complex characteristics,
online crime and deviance in the Metaverse also carry latent implications that differ from
conventional violations, particularly in terms of psychological impacts, identity
construction, and forms of symbolic and virtual economic harm. This phenomenon requires
an analytical perspective that goes beyond legal-formal interpretations and incorporates
sociological and criminological approaches. In other words, this study seeks to contribute to
the academic discourse by presenting an analysis that is contextual and responsive to the
evolving dynamics of law enforcement.

Online crime and deviant behavior emerging in the metaverse arena constitute a
critical phenomenon to be examined to evaluate law enforcement’s challenges in immersive
digital spaces. The Metaverse not only expands forms of social interaction but also
reconfigures patterns of violations through avatar anonymity and cross-jurisdictional
relations. In explaining this phenomenon, this study focuses on three main questions. First,
what are the characteristics of crimes that occur frequently in the Metaverse? Second, what
forms of potential online deviance emerge within the dynamics of virtual communities?
Third, what are the implications of such crimes and deviant behaviors for the effectiveness
and adaptability of law enforcement? This study is also grounded in the argument that crime
and deviance in the Metaverse not only exhibit characteristics that extend beyond
conventional violations but also generate more complex forms of symbolic harm. In other
words, immersive crime and deviance in the Metaverse transcend both the characteristics
and implications of conventional cybercrime.

Method

This study selects the phenomenon of online crime and deviance as its primary unit
of analysis, as both represent the most evident forms of social transformation within the
immersive and symbolically interactive ecosystem of the Metaverse. Crime and deviance
are no longer merely extensions of conventional online practices; rather, they have
intensified through the use of avatars, virtual economies, and complex cross-jurisdictional
relations. This phenomenon is academically significant because it demonstrates a shift in the
locus delicti, forms of harm, and constructions of victimhood that are not fully
accommodated within existing positive legal frameworks. In this study, the Metaverse is
positioned not only as a technological innovation but also as a social arena that generates
new forms of risk. Reflecting on the challenges of law enforcement in the metaverse era is
therefore essential, as its anonymous, transnational, and platform-based characteristics
require more adaptive regulatory approaches. Accordingly, this study seeks to address the
gap between the evolving dynamics of digital crime and the capacity of legal systems in the
metaverse era.

Henky Fernando & Yuniar Galuh Larasati (Metacrime and Online
Deviance: Law Enforcement Complexities in the Metaverse Era)



4 Journal of Sharia and Legal Science
Vol. 4 No. 1 April 2026, 1 - 17

This study employs a qualitative descriptive research design grounded in multimodal
ethnography, as this approach facilitates an in-depth examination of the dynamics of online
crime and deviance within the context of the metaverse. The qualitative approach is selected
to understand patterns of interaction and the social constructions underlying particular
events, rather than merely measuring the frequency or statistical occurrence of incidents.
The case study model provides a space for contextual analysis of specific events that
represent the complexity of relationships among technology, users, and regulatory
frameworks. This study also uses online media reports as the primary data source, as they
provide documented records of publicly reported events, including incident chronologies,
platform responses, and reactions from authorities. Online media also function as a medium
that reflects how particular cases are understood and framed within the digital public sphere.
These data sources are therefore relevant for mapping patterns, identifying dominant issues,
and analyzing the social narratives that develop around crime and deviance in the Metaverse.

The data collection process involved observing online news articles reporting cases
of crime and deviant behavior in the Metaverse. Data retrieval was carried out using the
Google search engine with the keyword “crime and deviance in the metaverse” to identify
relevant, recent news reports that provided adequate descriptions of the events. The
observation focused on identifying patterns of modus operandi, forms of deviance, platform
responses, and the legal implications emerging from each case. Each news report was
carefully reviewed, categorized by violation type and analyzed to capture recurring
conceptual themes. Data saturation was considered reached when no further significant
variation was observed in case patterns, motives, or media-reported responses. Online news
documents were also treated as publicly available secondary sources and analyzed, with
proper citations and content integrity preserved, in accordance with the principles of
scientific ethics and academic responsibility.

Data analysis in this study was conducted in three stages, as proposed by Miles and
Huberman (1994): data reduction, data display, and conclusion drawing/verification. In the
data reduction stage, the researcher selected, focused on, and simplified information from
online news documents relevant to the theme of crime and deviance in the Metaverse,
retaining only data with substantive relevance. The next stage was data display, in which the
reduced findings were systematically organized into thematic categories, patterns of modus
operandi, and forms of legal and platform responses, enabling a more comprehensive
understanding of the relationships among variables. The final stage involved conclusion
drawing and verification, which consisted of interpreting meanings based on the emerging
patterns while simultaneously examining the consistency of the findings with the theoretical
framework employed in the study. These three stages were conducted interactively and
iteratively to ensure that the analysis remained logical, structured, and capable of
comprehensively representing the complexity of online crime and deviant behavior within
the Metaverse.
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Results and Discussion

Massive Crime Occurring within the Metaverse Arena

The Metaverse, as an arena of expressive and creative social communication, also
has the potential to configure opportunities for crime through the mobility of interactions
that transcend physical and geographical boundaries. Melis & Monaro (2025) argue that
crime in the metaverse era no longer depends on physical encounters, but rather on symbolic
access to digital self-representations mediated through immersive experiences. The
immersion enabled by digital technologies has expanded the definition of victimization into
the representational realm, meaning that violations against users’ avatars in the Metaverse
cannot simply be reduced to normal simulations. Virtual sexual harassment exemplifies how
relations of power and aggression can be manifested through digital bodies that function as
extensions of users’ subjectivity. This phenomenon can be illustrated by a report from Berlin
(2022) stating that a female metaverse user reported experiencing sexual harassment, in
which her avatar was groped and harassed by several other avatars in a virtual space. This
case demonstrates that sexual aggression can occur within immersive forms of interaction in
the metaverse arena, thereby surpassing the conceptual boundaries of conventional
normative protection.

Within the Metaverse, spaces of interaction can be understood as dialogical fields
between the potential for creative expression and the possibility of victimization, both
produced by the structure of its communication. Narayanan et al. (2020) argue that
technological mediation, sensory immersion, and avatar anonymity have created conditions
that loosen normative engagement with the physical body, such that virtual social actions
are no longer associated with collective moral responsibility. This condition is not merely a
matter of individuals failing to adapt to the security features of the Metaverse, but rather a
structural consequence of a communication architecture that facilitates affective distance
between perpetrators and victims of virtual crime. Valera et al. (2026) state that the
Metaverse is often treated as a space of symbolic representation, leading to experiences of
crime being reduced to actions perceived as unreal, even though phenomenologically, such
actions still disrupt personal integrity and the sense of security. In other words, the Metaverse
cannot be understood as a neutral space; rather, it should be viewed as a social arena that
produces ambiguity between simulation and lived experience.

The characteristics of crimes that frequently emerge in the Metaverse are also
manifested through digital economic manipulation that exploits users’ speculative
expectations for virtual assets. According to Wiwoho et al. (2021), such actions result from
a shift in the structure of trust toward symbolic representations produced through virtual
communication. This pattern can be observed in metaverse-based investment promotions
positioned as opportunities for digital capital accumulation, such as the NTF-Metaverse
platform, which offers profits from NFT trading and virtual land ownership but demonstrates
manipulative characteristics through profit-sharing claims that are difficult to verify
(Jayenadmin, 2025). Patterns of crime, such as fraud, in the Metaverse often reproduce
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manipulative logics derived from offline crypto-based schemes, which are further expanded
through immersive experiences that construct perceptions of credibility and authenticity in
risk-related interactions. Fraudulent activities in the Metaverse indicate that cybercrime
practices do not always originate in technological innovation itself, but rather in mediated
patterns of public communication that continue to evolve through processes of mediatisation.

Communication schemes within the metaverse environment reveal tensions between
the acceleration of technological innovation and the adaptation of legal regulation, thereby
creating opportunities for complex forms of digital crime. Zhou et al. (2024) conceptualise
this phenomenon as metacrime, because the crimes that emerge cannot be understood as
simple extensions of conventional cybercrime practices but rather as practices that operate
through configurations of virtual identity. This condition can be illustrated by reports of
major data breaches in Indonesia, such as the 2025 attack on the BPJS Kesehatan participant
data system, which exposed millions of users’ private data to the public. The incident
demonstrates how the structure of digital platforms can become highly vulnerable targets for
criminal activities that are difficult to trace effectively (Unesa, 2025). Thus, communication
schemes within the metaverse environment are not merely spaces for creative interaction,
but also socio-technological configurations that challenge the conceptual boundaries of
moral norms and the authority of legal frameworks in responding to the evolving dynamics
of crime in the metaverse era.

Criminal practices within the metaverse arena have evolved massively, extending
beyond the normative logic of law, as reflected in the linear continuation of cybercrime that
has shifted toward metacrime, operating within the complexity of digital platform realities.
Whereas cybercrime was previously understood through frameworks of illegal access, data
manipulation, or network violations, metacrime instead re-examines the ontological
foundations of responsibility when identity, ownership, and presence are mediated through
avatar-based representations (Tiwari et al., 2025). Hyper-digital spatiality and
representational ownership have created a communicative arena in the Metaverse that does
not fully align with the normative logic of positive law, thereby rendering the definitions of
offender, victim, and locus delicti subjects of epistemic negotiation. Kuznetsova et al. (2025)
note that legal systems tend to operate reactively, while innovations in virtual
communication evolve at an accelerated pace, creating an asynchrony that opens
opportunities for criminal activity within these normative gaps. In other words, metacrime
does not merely refer to a new type of violation, but signals a broader transformation in the
modes and motives of virtual crime.

Massive criminal activity within the metaverse exerts significant implications for law
enforcement processes, as conventional legal systems remain insufficiently equipped to
address the complexity of avatar-based social spaces and immersive interactions. Fernando
& Larasati (2026) Law enforcement is no longer confronted solely with issues of evidentiary
proof of criminal acts, but also with epistemological challenges concerning the definition of
victims and perpetrators, the determination of locus delicti, and the validity of virtual
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experiences as forms of tangible harm. The anonymous and transboundary character of the
metaverse further complicates the identification of offenders, rendering investigations more
intricate than in conventional cybercrime contexts. This condition is exacerbated by rapid
technological innovation that is not matched by regulatory adaptation, resulting in a
predominantly reactive legal framework, while patterns of virtual criminality evolve
dynamically and transnationally, surpassing the institutional monitoring capacity of the state.

Criminal activities within the metaverse arena demonstrate increasingly complex
modes and motives, as they enable the transformation of crime into more manipulative and
less detectable forms. Gonzélez-Tapia (2023) Criminal modus operandi are no longer
confined to data theft or unauthorized access, but have expanded to include the exploitation
of avatar identities, affective manipulation through immersive experiences, and the
construction of virtual social spaces for collective fraud based on digital economies. The
motives of offenders are likewise broadening, extending beyond financial gain to encompass
symbolic domination, psychological exploitation, and the production of fear within virtual
environments. This complexity arises from the metaverse’s capacity to generate ambiguity
between simulation and social reality, allowing perpetrators to reproduce forms of violence
or manipulation without necessarily perceiving themselves as bound by conventional moral
responsibility.

Potential Online Deviance in the Metaverse Arena

Social interaction within the metaverse arena is not only imagined as an extension of
collective creativity but also creates structural conditions that allow the emergence of trolling
as a form of interactional deviance. Avatar anonymity and the flexibility of digital identity
tend to reduce personal accountability while simultaneously reconfiguring the boundary
between symbolic performativity and social consequences. As a result, verbal aggression is
often produced and normalized as a communicative practice (Webb, 2001). In this context,
trolling does not merely reflect individual intentions but is rooted in the configuration of
virtual spaces that create affective distance and weaken normative sanctions. Online media
reports concerning alleged verbal harassment and offensive behavior on virtual reality
platforms such as Horizon Worlds owned by Meta Platforms illustrate how degrading speech
and interactive disturbances increasingly occur within users’ immersive experiences
(France-Presse, 2022). These conditions affirm that communication dynamics in the
Metaverse are vulnerable to deviant practices, not as incidental anomalies but as
consequences of the structural characteristics of digital communication.

From the perspective of social interaction, the metaverse arena functions not merely
as a space for message exchange but as a field for the dynamic negotiation of social positions.
The flexibility of digital identities encourages individuals to perform their self-image, such
that symbolic interactions often produce moral tensions when the boundary between
expression and norm violation blurs (Sharma et al., 2025). Open access to creativity and
collaboration expands participation, yet it simultaneously forms loose social networks that
are not always accompanied by strong community attachment. When social cohesion
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weakens, normative sanctions lose their resonance and social control becomes less effective
(Yang et al., 2025). According to Zhou et al. (2024), these conditions render practices of
symbolic provocation and conflict play as structural phenomena that have the potential to
evolve into latent forms of metacrime. In other words, the metaverse arena contains the
potential for the large-scale reproduction of online deviance, as its interactional space is
shaped by the simultaneous dialectics of digital communication, thereby increasing the risk
of the normalization of deviant behavior.

Aggressiveness and provocative interaction in the Metaverse can be understood as
deviant conversations grounded in visibility, recognition, and the distribution of symbolic
power, rather than merely as personal disruptions. Provocative practices function as a
performative language for negotiating positions within the digital hierarchy, in which the
emotional responses of audiences become a medium for the production and circulation of
shared meaning (Fernando, Larasati, Abdullah, et al., 2025; Larasati et al., 2026). Sideris
(2011) also argues that empathy does not entirely disappear; rather, it is renegotiated within
the boundaries of avatar representation and community norms, allowing antagonism to
appear as a legitimate expression in certain situations. The repetition of such practices
gradually establishes a normative dialogue that shifts community perceptions of conflict,
transforming it into an institutionalized style of communication. Online deviance not only
generates relational tensions but also challenges authority in determining meaning and
legitimate interaction boundaries (Denegri-Knott & Taylor, 2005). In other words, potential
deviance in the Metaverse emerges not merely as symbolic dialogue but as a mechanism of
recognition exchange that reconstructs the landscape of digital social relations.

The Metaverse has created configurations of interaction that expand social
experiences while simultaneously opening spaces for sexual deviance operating through the
symbolic representation of digital bodies. Such practices are distributed in the form of
explicit content, non-consensual role-playing, and the formation of communities with
exploitative orientations. They therefore cannot be understood merely as individual
deviations (Ojha & Vaish, 2025). Mediation through avatars reduces affective relations to
objects of representational manipulation, allowing violations of personal integrity to occur
without physical contact while still producing tangible psychological impacts. This
phenomenon can be illustrated by reports from Bates (2025) concerning alleged sexual
harassment on virtual reality platforms such as Horizon Worlds, where users reported
experiencing unwanted virtual touching and repeated sexual comments within immersive
environments. These phenomena confirm that sexual deviance in the Metaverse is not simply
an anomaly but rather a consequence of the dialectic between technological design and the
evolving flexibility of virtual identities.

The potential for sexual norm deviance in the Metaverse can be understood as a latent
dialogue between technological structures and psychosocial self-regulation, rather than
merely a matter of weak individual control. When avatars and digital distance mediate
interaction, subjectivity negotiates with conditions of invisibility that relativize social

Henky Fernando & Yuniar Galuh Larasati (Metacrime and Online
Deviance: Law Enforcement Complexities in the Metaverse Era)



Journal of Sharia and Legal Science 9
Vol. 4 No. 1 April 2026,1-17

consequences (Roth et al., 2019). Anonymity, asynchronous responses, and symbolic
immersion create a dialogical situation in which experiences of presence test empathy
without a physical body. In this context, victims may still experience affective intrusion, as
virtual proximity can activate genuine emotional responses, indicating that social experience
is not entirely determined by materiality (Kim et al., 2025). Communication disinhibition in
the metaverse era not only loosens social control but also transforms the meaning
relationships among courage, vulnerability, and responsibility in interaction. The Metaverse
has thus become a symbolic space where freedom of expression and ethical boundaries are
continuously negotiated, such that understanding virtual norms requires viewing them as
collective constructions of meaning in digital social interaction.

Deviant interactions within the metaverse exert significant implications for
normative morality, as the boundaries between digital expression, symbolic aggression, and
ethical transgression become increasingly blurred within immersive virtual communication
spaces. The anonymity of avatars and the fluidity of digital identity contribute to a
weakening of personal moral responsibility (Azhar et al., 2026; Hidayat et al., 2026; Zhou
et al., 2024), whereby practices such as trolling, verbal harassment, and symbolic
provocation are gradually reproduced as normalized forms of communication. In this
context, normative morality no longer operates as a stable set of collective values, but is
continuously renegotiated in accordance with the dynamics of digital culture and the logic
of social performativity. As audience emotional responses become a source of recognition
and symbolic power, communicative aggression may acquire social legitimacy as part of
community interaction styles. Consequently, empathy is not entirely diminished, but rather
reduced to the level of avatar-based representation, which remains relatively detached from
the tangible social consequences of digital interactions.

Deviant behavior within the metaverse arena also demonstrates considerable
complexity in both its modes and motives, as the structure of virtual interaction enables
deviance to be reproduced through the interplay of anonymity and symbolic immersion.
Melis & Monaro (2025) argues the modalities of deviance are no longer limited to trolling
or basic verbal harassment, but may extend to avatar-based psychological manipulation,
virtual sexual exploitation, the formation of concealed deviant communities, and the
simulation of social relationships within metaverse environments. The motives of actors
likewise expand beyond mere entertainment or provocation toward the pursuit of social
recognition, the distribution of symbolic power, affective exploitation, and the construction
of alternative digital identities that gain legitimacy within virtual communities. This
complexity emerges from the metaverse’s capacity to create a dialogical condition between
expressive freedom and weak social control, allowing deviance to manifest as a form of
interaction that is perceived as normative.

Challenges of Law Enforcement in the Metaverse Era
The modus operandi of crime and online deviance within the metaverse environment
has evolved through the exploitation of structural gaps in immersive technologies that have
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not yet been fully accommodated within conventional legal frameworks (Fernando &
Larasati, 2022). Offenders may manipulate digital identities, infiltrate private virtual spaces,
exploit affective relationships through virtual grooming, and even engineer immersive
experiences to create psychological pressure without direct physical contact. Practices such
as the seizure of digital assets, extortion based on recordings of virtual interactions, and the
misuse of biometric data from VR devices illustrate forms of crime operating at the
intersection between physical reality and symbolic representation. The underlying motives
are not solely economic but also include the pursuit of status, symbolic dominance,
existential gratification, and the exploration of power within spaces characterized by
minimal accountability (Bourdieu, 1986). However, legal regulations often remain focused
on material objects and territorial jurisdiction. As a result, such actions frequently fall within
anormative grey area, as the metaverse environment enables deviant innovation and criminal
practices to evolve more rapidly than the state’s regulatory responses.

Challenges to law enforcement in the metaverse environment arise because its
interactional structure transcends the boundaries of territorial jurisdiction, legal identity, and
the conventional definition of legal objects based on materiality (Qin et al., 2025). Offenders
and victims may be located in different countries, operate under avatar identities separate
from their civil identities, and conduct transactions using digital assets that may lack a clearly
defined legal status. The process of proving such cases also becomes complex, as evidence
may take the form of recordings of virtual interactions, cross-border server data, or digital
traces controlled by platform corporations. Consequently, law enforcement agencies often
depend on international cooperation and the private policies of technology companies.
Pandey (2025) notes that the absence of clear classifications of symbolic violence, virtual
harassment, or the seizure of digital assets across several national legal systems has created
normative gaps that complicate criminalisation. In other words, law enforcement in the
metaverse era faces structural challenges characterized by anonymity and regulatory lag
amid the rapid acceleration of digital technological innovation.

In theories of law enforcement and crime prevention, cases of norm violations within
the metaverse arena can be explained through the perspectives of deterrence theory and
Situational Crime Prevention. Clarke (1980) argues that Deterrence Theory emphasizes that
crime can be reduced when there is certainty, swiftness, and proportionality in sanctions,
thereby encouraging potential offenders to consider the risks before acting. However, in the
anonymous, cross-jurisdictional environment of the Metaverse, deterrent effects can be
effective only when supported by digital identification mechanisms and cross-national
regulatory collaboration. Freilich (2015) also notes that the situational crime prevention
approach focuses on reducing opportunities for crime by designing secure environments,
such as strengthening moderation systems, restricting certain forms of interaction, and
implementing responsive reporting mechanisms. Nevertheless, the metaverse arena does not
merely function as a service provider but also acts as a regulatory actor that shapes the
architecture of digital social control. The integration of these two theoretical perspectives
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indicates that law enforcement in the metaverse era must combine formal sanctions with
technological design engineering to minimize the rationalization of deviant behavior.

If law enforcement fails to respond to and address crime and online deviance within
the metaverse environment, the implications extend beyond an increase in the frequency of
violations to the normalization of deviance as part of digital interaction culture. The absence
of an effective regulatory response may reinforce perceptions of impunity, encouraging
offenders to develop increasingly complex modus operandi while simultaneously weakening
users’ sense of security and trust in the virtual ecosystem. According to Effing & Hinz
(2024), such conditions may potentially create digital segregation, in which vulnerable
groups withdraw from participation due to the risks of harassment or exploitation. As a
result, the metaverse space may be dominated by aggressive, opportunistic actors. The
failure of regulation can also shift collective ethical standards, allowing symbolic violence,
identity manipulation, and affective exploitation to become practices that are perceived as
normal within the metaverse arena. The accumulation of these conditions not only disrupts
the governance of virtual spaces but also affects the broader social order, as the boundaries
between digital reality and everyday social life become increasingly blurred (Scott, 2023).

Given that the latent dangers of crime and online deviance in the metaverse
environment do not always manifest as explicit violations, this study recommends
strengthening adaptive, responsive regulatory frameworks that account for the immersive,
anonymous, and cross-jurisdictional characteristics of virtual interactions. Regulations need
to expand the definition of legal objects to include symbolic violence, avatar-based
harassment, and the exploitation of digital assets and data as forms of violations that carry
real consequences. Hine (2023) also argues that collaboration among states, platform
providers, and user communities is crucial to establishing transparent and accountable law-
enforcement mechanisms in the metaverse era. The safety-by-design approach should also
be integrated through privacy protections, restrictions on high-risk interactions, and effective
reporting systems for victims. Accordingly, the governance of the Metaverse should be
directed toward a collaborative regulatory model that is not only reactive to violations but
also preventive in shaping a digital ecosystem that is safe, ethical, and sustainable.

Online crime and deviance within the metaverse environment exhibit fundamental
differences from conventional digital crime. Whereas traditional cybercrime typically
centers on data theft, network intrusion, or transaction-based fraud, metaverse-based
criminality extends further by exploiting avatars, virtual spaces, affective relations, and
users’ psychological experiences as objects of victimization. Practices such as virtual
grooming, symbolic intimidation, the exploitation of avatar interactions, and the misuse of
VR biometric data indicate that victimization in the metaverse is not solely material, but also
implicates users’ emotional integrity and representational identity (Tschanter et al., 2026).
The motives of perpetrators are likewise more complex, encompassing not only economic
interests but also the pursuit of symbolic domination, social existence, recognition within
virtual communities, and the exploration of power within anonymous environments
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characterized by weak social control (Fernando, Larasati, Barkah, et al., 2025; Larasati et
al., 2025).

Law enforcement in the metaverse era faces challenges far more complex than those
associated with other forms of digital crime, as evidentiary processes must contend with
anonymous avatar identities that lack clear normative classification. In the context of
conventional cybercrime, evidentiary standards generally remain oriented toward material
digital traces, such as system access logs, electronic transactions, or network data (Antwi,
2025). In contrast, evidence in the metaverse may take the form of recorded virtual
interactions, victims’ immersive experiences, the manipulation of digital environments, or
symbolic exploitation elements that are difficult to verify within existing legal frameworks.
Furthermore, the motives and modalities of metaverse-based crime, which are rooted in
psychological experience and symbolic domination, often render conventional legal
approaches insufficient to adequately articulate the forms of harm experienced by victims.
This condition underscores the need for a new regulatory approach to law enforcement in
the metaverse era one that integrates technological capacity with a nuanced understanding
of virtual social relations.

Conclusion

In the metaverse era, crime and online deviant behavior have undergone an
immersive transformation that simultaneously affects the conception of both offenders and
victims. The characteristics of crimes emerging within the metaverse arena are not only
symbolically immersive but also produce tangible psychological, reputational, and economic
impacts on users. Interactions mediated through metaverse representations have increasingly
blurred the boundary between symbolic experiences and real social consequences. In
addition, online deviant practices have significant potential to occur due to the ambiguity of
identity and the absence of clear geographical boundaries, which complicate tracking and
legal accountability. Anonymity conditions and the limited presence of normative control
further expand opportunities for manipulation, exploitation, and symbolic aggression in
virtual spaces. The development of such crimes and deviant behaviors not only indicates the
adaptation of deviant conduct to technological innovation but also poses serious challenges
for the establishment of proportional and effective systems of crime prevention and law
enforcement.

The findings of this study can serve as a dialogical foundation for the development
of conceptual discourse in legal and criminological studies, particularly in responding to the
transformation of crime within immersive digital spaces such as the Metaverse. Changes in
interaction, identity, and legal objects indicate that conventional normative approaches are
no longer entirely sufficient to explain patterns of deviance involving avatars, virtual assets,
and symbolic relations. Therefore, this study opens space for theoretical reflection on the
expansion of the definitions of victims, offenders, and forms of harm that are not always
material in nature but may produce psychosocial and reputational impacts. In addition, the
findings of this study encourage integrating perspectives from digital criminology,
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mediation theory, and transnational regulation to develop a more adaptive analytical
framework. Such conceptual dialogue is important to ensure that legal frameworks do not
lag behind technological developments, while also ensuring that the principles of justice and
the protection of rights remain relevant within rapidly evolving, increasingly complex virtual
social ecosystems.

This study also has limitations in the data collection process, as it relies solely on
online news reports as the primary source of analysis. Consequently, the data obtained and
interpreted are limited to constructions of events that have undergone selection and framing
processes and therefore do not fully represent the direct experiences of victims, offenders,
or the internal dynamics of metaverse platforms. This reliance on such sources has also
limited the depth of exploration regarding motives, patterns of interaction, and broader
structural contexts. Nevertheless, these limitations may serve as an important foundation for
future research to develop more comprehensive methodological approaches, such as in-depth
interviews, virtual participant observation, or platform policy analysis. By expanding both
data sources and data collection techniques, future studies are expected to yield a more
empirical, multidimensional understanding of crime and social deviance in the Metaverse.
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