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Abstract— Distributed Denial of Service (DDoS) attacks 

remain a prominent threat to modern network infrastructures, 

particularly in Software Defined Networks (SDNs), which operate 

under a centralized control architecture. This study aims to assess 
the effectiveness of the Gradient Boosting and Decision Tree 

algorithms in identifying DDoS attacks within SDN environments. 

To improve model performance, we applied preprocessing and 
feature selection to a publicly available SDN-based DDoS dataset. 

The feature selection process successfully reduced the number of 

attributes from 23 to the 10 most influential features for 

classification. The models were trained and evaluated using 
multiple data splitting ratios: 60:40, 70:30, 80:20, and 90:10. Their 

performance was measured through accuracy, precision, recall, 

F1-score, and confusion matrix analysis. Experimental results 
showed that Gradient Boosting achieved the highest accuracy of 

95.53% under the 90:10 split with relatively low computation time, 

while the Decision Tree achieved a maximum accuracy of 94.26% 
but required more processing time. The confusion matrix for the 

best-performing model revealed high true positive and true 

negative rates, along with a minimal false negative rate, indicating 

reliable detection capabilities. This study contributes to the 
ongoing research in DDoS detection by highlighting the 

effectiveness of machine learning algorithms in SDN 

environments. 

Keywords— DDoS, SDN, Machine Learning, Gradient 

Boosting, Decision Tree 

I. INTRODUCTION  

The rapid evolution of technology has increased our 
dependence on computer systems across various sectors such as 
finance, healthcare, and manufacturing. These systems are 
interconnected through diverse computer networks to enable 
seamless communication and data exchange. However, this 
interconnectivity has also introduced new vulnerabilities, as 
evidenced by the growing number of major global cyberattacks 
in recent years. Consequently, enhancing computer networks 
security has become essential, particularly through the 
implementation of network intrusion detection systems, to 
proactively detect and mitigate potential threats [1].  However, 
the rapid advancement of network infrastructure has 
significantly increased the risk of cyberattacks. Among the 

most severe threats are Distributed Denial of Service (DDoS) 
attacks, which aim to flood the target systems with excessive 
amounts of illegitimate data traffic. Such attacks can lead to 
substantial degradation in system performance, disruption of 
services, or even the complete shutdown of critical operations. 
These attacks often exploit system vulnerabilities and require 
minimal resources from the attacker, making them relatively 
easy to launch but difficult to mitigate. As digital services 
become more integral to daily operations across industries, the 
potential impact of a successful DDoS attack becomes 
increasingly severe. Therefore, developing effective detection 
and mitigation strategies has become a key priority in ensuring 
the resilience and security of modern network infrastructures 
[2][3][4].  

Software Defined Network (SDN) is a modern approach to 
network management that separates control functions from data 
forwarding processes, enabling more centralized, flexible, and 
efficient network management. With this architecture, SDN can 
dynamically respond to changes in network requirements. 
However, the centralization of control in SDN also creates 
significant security vulnerabilities, particularly against DDoS 
attacks. Such attacks can disrupt the primary control pathways, 
potentially crippling the entire network systems and hindering 
critical services. [5][6][7]. In implementing SDN architecture, 
the main challenge faced is how to detect DDoS attacks 
efficiently, both in terms of accuracy and speed. The huge 
volume of data and the dynamics of network traffic patterns 
create high complexity, so that conventional detection 
mechanisms such as firewalls and intrusion detection systems 
(IDS) are often unable to identify threats with sufficient 
accuracy[8][9][10]. Fig.1 illustrates the fundamental 
architecture of SDN, which consists of three main layers: the 
application layer, the control layer, and the data layer. The 
separation of the control and data planes in SDN introduces new 
opportunities for centralized traffic monitoring and dynamic 
policy enforcement. This architectural feature allows for more 
flexible and programmable network management, which can be 
leveraged for more effective security solutions. Despite this, the 
lack of built-in security features in SDN makes it vulnerable to 
various types of attacks, including DDoS.  
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Fig. 1. SDN Architecture 
 

Therefore, machine learning-based approaches are 
increasingly being adopted in recent studies, given their ability 
to adapt to changing network environments and their ability to 
automatically and independently recognize attack patterns. The 
use of machine learning-based predictive models has become 
an effective approach to classifying various incidents, including 
in the context of network security. One of its most relevant 
applications is in identifying and classifying types of DDoS 
attacks [11][12]. This classification process not only helps in 
recognizing the characteristics of each type of attack, but also 
provides insight into the techniques used by cybercriminals. 
With a deeper understanding of these threat patterns, companies 
can evaluate the potential risks that could cause reputational and 
financial losses. This enables strategic decisions to be made in 
allocating resources to strengthen network security systems in 
a more optimal and sustainable manner. 

This study integrates an Intrusion Detection System (IDS) 
with a DDoS attack detection mechanism specifically for SDN 
environments. This system consists of two main components. 
The first component functions to process incoming requests and 
identify host behavior, whether it shows normal or deviant 
patterns. If abnormal behavior is detected, the host is forwarded 
to the second component for further analysis of the data packets 
it sends, to ensure more accurate detection of anomalies. The 
implementation of these two components has proven effective 
in reducing processing time based on previous research results 
[13].  

In related studies, the integration between sFlow and 
OpenFlow was utilized to detect DDoS attacks on SDN network 
architectures and to implement effective mitigation 
mechanisms. sFlow functions as a network traffic monitoring 
system based on sampling, providing comprehensive visibility 
into network activity by collecting data from devices such as 
switches and routers. On the other hand, OpenFlow acts as a 
communication protocol between the controller and network 
devices, enabling flexible and centralized data flow 
configuration. The combination of these two technologies 
enables early detection of traffic anomalies and adaptive 
responses in efficiently handling potential cyberattacks [14]. 

This study aims to develop and analyze the performance of 
Gradient Boosting and Decision Tree in classifying DDoS 
attacks on SDN networks. The study examines the extent to 
which the two models used are able to identify various types of 
attacks with a higher level of accuracy compared to several 

other machine learning algorithms, using a DDoS attack dataset 
specifically designed for the SDN environment. The results 
obtained are expected to contribute to the development of more 
effective approaches in detecting DDoS attacks and enhancing 
the resilience of SDN networks against increasingly complex 
cyber threats. The primary focus of this research is to conduct a 
comparative analysis of the effectiveness and accuracy of attack 
classification, in order to assess the advantages of each method 
within the context of SDN-based network security. 

II. METHODOLOGY 

Every scientific study requires a systematic methodology to 

achieve its research objectives. The conceptual framework of 

this study was formulated through a series of structured stages, 

each of which is described in the sub-sections of the research 

process. These stages are arranged in sequence and visualized 

in the form of a flowchart in Fig. 2 to provide a clearer picture 

of the overall research process. 

 

 
Fig. 2. Research Method 

III. DATASET 

This study uses a publicly available dataset of DDoS attacks 
on SDN networks via the Kaggle platform, titled “DDoS SDN 
Dataset.” This dataset was selected because it is highly relevant 
to the related literature and provides comprehensive 
information on the characteristics of DDoS attacks in SDN 
network environments. The information provided includes 
various types of attacks and the resulting network traffic 
patterns. The main purpose of using this dataset is to evaluate 
its effectiveness in the process of identifying and classifying 
DDoS attacks by applying various classification methods. In 
addition, this dataset is also used as the main data source in the 
training and testing process of the machine learning model 
developed in this study. Specifically, the dataset consists of 
104,345 rows and 23 columns, including a target variable called 
the label, which identifies the type of network traffic, where 0 
denotes normal (benign) traffic and 1 denotes malicious 
network traffic. The distribution of data counts based on the 
label categories is presented in Table I. 

TABLE I.   DATASET INFORMATION 

Column  Definition  Data type 

dt Date timestamp int64 

switch Network switch ID int64 

src Source address object 

dst Destination address object 

pktcount Packet count int64 

bytecount Byte count int64 
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dur Flow duration int64 

dur_nsec Duration in nanoseconds float64 

tot_dur Total flow duration int64 

flows Total flows int64 

packetins Packet-in events int64 

pktperflow Packets per flow int64 

byteperflow Bytes per flow int64 

pktrate Packet transmission rate int64 

Pairflow Paired flows int64 

Protocol Network protocol used object 

port_no Port number int64 

tx_bytes Transmitted bytes int64 

rx_bytes Received bytes  int64 

tx_kbps Transmitted rate (kbps) int64 

rx_kbps Received rate (kbps) float64 

tot_kbps Total data rate (kbps) float64 

label Flow label int64 

 

 To evaluate the optimal performance of the developed 
model, several data splitting scenarios were applied with ratios 
of 60:40, 70:30, 80:20, and 90:10 between training data and 
testing data. Each of these scenarios was analyzed to assess the 
impact of the training data proportion on the ability of the 
Gradient Boosting and Decision Tree models to accurately 
identify and classify DDoS attacks on the SDN dataset. The 
evaluation was conducted by utilizing all data splitting 
scenarios as a reference for measuring model performance, both 
in terms of classification accuracy and efficiency in completing 
the attack pattern categorization task. 

IV. PREPROCESSING 

In the data preprocessing stage, selecting relevant features 
is a crucial step in improving the efficiency and effectiveness 
of the classification model. The feature selection process aims 
to remove data dimensions that do not contribute significantly 
to the classification results, while identifying the variables that 
are most influential in detecting DDoS attacks [15][16]. This 
approach not only contributes to improving model accuracy, but 
also helps reduce the potential for overfitting, a condition where 
the model is too complex and tends to capture noise rather than 
actual patterns. By using only features that have a significant 
impact on the classification process, the model becomes simpler 
and more reliable in producing consistent predictions. 
Additionally, feature selection accelerates model training time 
and improves the readability and interpretability of analysis 
results. This enables researchers to better understand the role of 
each feature at every stage of attack detection and highlight the 
key elements that need to be considered in network security 
systems. Evaluations of feature relevance and redundancy are 
conducted using various approaches, such as statistical 
methods, machine learning algorithms, and heuristic 

techniques. Therefore, in designing an optimal DDoS attack 
detection model in an SDN environment, the application of 
feature selection methods is a fundamental aspect that cannot 
be overlooked [17][18].  

This process begins with data normalization, followed by 
correlation analysis to evaluate the relationship between 
features, then data partitioning, feature selection to identify 
relevant attributes, and finally the application of the Gradient 
Boosting and Decision Tree models. The primary objective of 
correlation analysis is to identify relationships between features 
and targets, and to ensure that the features used are truly 
significant to DDoS attack patterns on SDN networks [19]. 
Next, the dataset was divided into training data and test data to 
facilitate objective evaluation of model performance. The 
feature selection process was then applied to filter out attributes 
that did not contribute significantly to the classification results, 
thereby making the model more efficient. After the important 
features are identified, the model is trained using two 
classification algorithms, namely Gradient Boosting and 
Decision Tree, which are chosen for their ability to handle 
nonlinear data and provide good result interpretation. The 
visualization of the correlation results with the features 
considered relevant in detecting DDoS attacks on SDN 
networks is presented in Fig. 3 as the basis for the feature 
selection stage.  

 

Fig. 3. Heatmap correlation 
 

 Fig. 3 presents a correlation heatmap that illustrates the 
degree of relationship between features in the dataset used. 
Light colors indicate high correlation values, which indicate a 
strong relationship between two features, while dark colors 
reflect low correlation values, which indicate a weak 
relationship. This correlation analysis is used to assist the 
feature selection process by identifying attributes that have a 
significant relationship with the target feature. This information 
forms the basis for determining which features are relevant to 
retain and which features need to be eliminated because they 
are redundant or do not contribute significantly to classification 
performance. Table II contains the correlation results 
considered relevant for this process. By prioritizing features 
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with high correlations to the target, the feature selection process 
becomes more focused. Removing duplicative attributes can 
improve model efficiency, both in terms of computational 
complexity and prediction accuracy. This strategy ultimately 
results in a more optimal and effective model for classifying 
DDoS attacks on SDN networks. 

TABLE II.  FEATURE SELECTION 

Column Definition Data type 

pktcount Packet count int64 

byteperflow Bytes per flow int64 

tot_kbps Total data rate (kbps) float64 

rx_kbps Received rate (kbps) float64 

flows Total flows int64 

bytecount Byte count int64 

tot_dur Total flow duration int64 

Protocol_ICMP Protocol ICMP object 

Protocol_TCP Protocol TCP object 

Protocol_UDP Protocol UDP object 

  

 After the feature selection process based on relevance level, 
the number of attributes in the dataset was successfully 
simplified from 23 columns to 10 columns, with a total of 
103,839 data entries. This dataset is divided into two categories: 
class 0, comprising 63,335 data points representing normal 
traffic, and class 1, comprising 40,504 data points indicating 
attack activity. The ten selected features serve as key indicators 
reflecting the characteristics of DDoS attacks on SDN 
networks. These features include increases in the number of 
packets, data flow rate, and the volume of data transmitted. 
Additionally, to support a comprehensive understanding of 
attack patterns, important parameters such as the number of 
data flows, flow duration, and the type of protocol used in 
network communication are also included.  

V. CLASSIFICATION  

At this stage, classification is carried out, which is the 
grouping of data into a number of classes or specific categories 
formed based on the characteristics found in the dataset [20]. 
This classification process is a crucial component of data 
analysis, as it aims to recognize and reveal hidden patterns in 
varied data [21][22][23]. In this study, two different 
classification approaches were used, namely Gradient Boosting 
and Decision Tree. Fig 4. shows the architecture of the Gradient 
Boosting model. 

    

Fig. 4. Model Gradient Boosting 

Gradient Boosting is one of the ensemble learning methods 
used for predictive modeling in both regression and 
classification. This technique works by building models 
gradually, where each new model is formed to correct the errors 
of the previous model [24][25]. Each iteration adds a new tree 
trained to minimize the residual error of the previous model. 
This results in an accurate model with high predictive 
performance. 

A decision tree is a machine learning algorithm used to 
solve classification and regression problems. This algorithm 
works by recursively dividing a dataset based on certain 
features to form a tree structure that represents the decision-
making process [26][27]. However, Decision Trees tend to 
overfit to training data, especially if the tree structure is not 
simplified. Fig 5. shows the architecture of a Decision Tree 
model. 

 

Fig. 5. Model Decision Tree 
 

Each node in the tree represents a test of a specific feature, 
branches represent the results of those tests, while leaf nodes 
show the final results in the form of classes or predicted values. 
One of the advantages of decision trees is their ability to 
produce models that are easy for humans to understand and do 
not require specific assumptions about data distribution. This 
makes the algorithm very flexible for various types of datasets. 

VI. PERFORMANCE EVALUATION AND ANALYSIS  

During the testing phase, performance in classifying DDoS 
attacks was evaluated using models trained with Gradient 
Boosting and Decision Tree architectures. We evaluated the 
model using validation data that not accessed during training to 
ensure an objective assessment of generalization capabilities.  

To assess the extent to which the model is able to recognize 
and classify DDoS attack types into the appropriate categories, 
various data partitioning schemes were applied and compared. 
The purpose of this evaluation is to identify data partitioning 
strategies that yield high performance. The parameters used are 
accuracy, precision, recall, and F1-Score. Validation accuracy 
is calculated by comparing the number of correct predictions to 
the total number of predictions generated by the model. The 
accuracy formula is presented in equation (1). 

 Accuracy = ܶܲ + ܶܰܶܲ + ܶܰ + ܲܨ +  ܰܨ

 

(1) 

     Equation (1) is used to calculate accuracy, which is the 
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proportion of correct predictions compared to the total 
predictions made by the model. In this case, True Positive (TP) 
and True Negative (TN) indicate the number of cases in which 
the model successfully identified the data correctly as positive 
or negative. Conversely, False Positive (FP) and False Negative 
(FN) represent prediction errors, i.e., when the model 
incorrectly classifies data into an inappropriate class, either by 
labeling negative data as positive or vice versa [28]. 

 Precision = ܶܲܶܲ +  ܲܨ

 

(2) 

Precision is a quantitative measure that expresses the 
proportion of true positives to the total number of positive 
predictions (true positives + false positives). Conceptually, 
precision describes the accuracy of a model in classifying 
entities as positive categories. Precision values range from [0, 
1], where values close to 1 indicate that the majority of positive 
predictions generated by the model are valid or consistent with 
actual conditions. 

 Recall = ܶܲܶܲ +  ܰܨ

 
 

(3) 

Recall measures the proportion of positive cases that are 
correctly identified by the model out of the total number of 
actual positive cases. The recall value ranges from 0 to 1. The 
higher the recall value, the greater the model's ability to identify 
all instances of the actual positive class. Thus, recall is crucial 
in applications that require comprehensive detection of positive 
cases, such as disease diagnosis, fraud detection, or security 
systems. 

1ܨ  = 2ܶܲ2ܶܲ + ܲܨ +  ܰܨ

 

(4) 

 
The F1-Score provides a single value that takes into account 

both the accuracy of positive predictions (precision) and the 
coverage of detected positive classes (recall). The F1-Score 
ranges from 0 to 1, where a value close to 1 indicates that the 
model performs well in terms of both precision and recall. 
Therefore, this metric is highly relevant in situations where it is 
important to minimize classification errors in both directions. 
During the testing phase, the confusion matrix is used as an 
evaluative tool to analyze the performance of classification 
models that obtain the highest validation accuracy scores in 
each data-sharing scenario. The confusion matrix provides a 
detailed numerical representation of the classification results, 
enabling the identification of misclassifications, including data 
patterns that are incorrectly classified into the wrong class. 

Through the use of a confusion matrix, this study aims to 
identify the most optimal model architecture for detecting and 
classifying DDoS attacks. In addition, this analysis also aims to 
evaluate the extent to which variations in the proportion of 
training and validation data affect model performance. Thus, 
the results of this evaluation are expected to provide a 
comprehensive understanding of the model's sensitivity to 
changes in data distribution during the training and validation 

processes, as well as its implications for model generalization 
on previously unknown data. 

VII. RESULT AND DISCUSSIONS 

In the evaluation phase, we trained two classification 
algorithms, Gradient Boosting and Decision Tree, using 
identical datasets to classify different types of DDoS attacks. 
To reduce the possibility of overfitting or bias, the training and 
validation data were divided into scenarios with different 
proportions, namely 60:40, 70:30, 80:20, and 90:10. This 
division aims to assess the generalization capacity of each 
model on data that has not been used during training, resulting 
in a more objective and representative performance evaluation. 
In addition, the application of various data split ratios is also 
intended to assess the model's resilience to fluctuations in the 
amount of training data available. This ensures that the model's 
performance does not depend on one particular data distribution 
pattern. Through a comparative analysis of the performance 
metrics in each scenario, this study seeks to identify the model 
that is most reliable in producing accurate predictions, even 
under unstable and variable real-world conditions. 

A. Gradient Boosting Model Accuracy 

 The first experiment was conducted with training data using 
a ratio of 60:40, 70:30, 80:20, and 90:10 by comparing the 
model of Gradient Boosting, as for the results can be seen from 
Table III. 

TABLE  I. GRADIENT BOOSTING ACCURACY RESULT 

No. 
Data 

Separation 

High Validation 

Accuracy 

Computing Time 

1 60:40 95.45% 11,85 second 

2 70:30 95.44% 13,52 second 

3 80:20 95.46% 15,65 second 

4 90:10 95.53% 17,18 second 

 The Gradient Boosting model showed consistent 
classification performance with high validation accuracy, 
ranging from 95.45 for 60:40 data split to 95.53% for 90:10 data 
split, indicating good generalization ability. Increasing the 
proportion of training data resulted in a slight increase in 
accuracy, but also resulted in an increase in computation time, 
from 11.85 seconds to 17.18 seconds. Overall, the model is 
effective in achieving a balance between accuracy and time 
efficiency, making it suitable for use in network traffic 
classification. 

B. Accuracy results of the Decision Tree Model 

 The accuracy results obtained in the Decision Tree model 
can be seen from Table IV. 

TABLE IV.  DECISION TREE ACCURACY RESULT 

No. Data Separation 
High Validation 

Accuracy 

Computing Time 

1 60:40 94.26% 
1 minute 29,52 

second 

2 70:30 94.19% 1 minute 30,18 second 
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3 80:20 94.15% 1 minute 51,36 second 

4 90:10 94.04% 2 minute 2,99 second 

 Table IV shows that the Decision Tree model shows stable 
performance in classification, with validation accuracy in the 
range of 94.04% at 90:10 data split to 90.26 at 60:40 data split. 
Although there is a tendency to decrease accuracy as the 
proportion of training data increases, the difference is relatively 
small <0.3%, thus still reflecting a fairly good generalization 
ability. In terms of efficiency, the computation time showed an 
increasing trend as the training data increased, from 1 minute 
29.52 seconds at 60:40 split to 2 minutes 2.99 seconds at 90:10 
split. This finding identifies that using the Decision Tree model 
on a larger data scale requires consideration of the higher 
computation time aspect due to the increased complexity of the 
training process. 

C. Overall Model Accuracy Results 

 A comparison of the validation accuracy results and 
computation time of all models can be seen in Table V. 

TABLE V.      ACCURACY VALIDATION RESULT ACCORS ALL DATA SHARING 

Architecture 60:40 70:30 80:20 90:10 
Computing 

Time 

Gradient 

Boosting 
95.45% 95.45% 95.46% 95.53% 

17,18 

second 

Decision 

Tree 
94.26% 94.19% 94.15% 94.04% 

1 minute 

29,52 
second 

 Based on the results presented in the table, it can be 
observed that the Gradient Boosting algorithm has a more 
consistent and superior classification performance compared to 
the Decision Tree model across all variations of training and 
testing data shares. The validation accuracy of Gradient 
Boosting is in the range of 95.45% to 95.53%, which identifies 
the stability and high generalization capability of the model 
over different test data. In contrast, Decision Tree shows a 
slightly lower accuracy, which is between 94.04% to 94.26%, 
with a decreasing trend as the proportion of training data 
increases. In terms of time efficiency, Gradient Boosting 
showed superiority with a training time of about 17.18 seconds, 
much shorter than Decision Tree which took 1 minute 29.52 
seconds. This indicates that although Gradient Boosting 
theoretically has a more complex structure, in terms of 
computation it is more efficient.  

Considering the accuracy and time efficiency aspects, it can 
be concluded that Gradient Boosting is a more optimal 
approach to be applied in network traffic classification in this 
scenario. The confusion matrix of the best model, namely 
Gradient Boosting with a ratio of 90:10, can be seen in Fig 5. 
This model demonstrates superior performance in 
distinguishing between normal and malicious traffic, achieving 
a high true positive rate while maintaining a low false positive 
rate. The balanced trade-off between precision and recall 
indicates its robustness in handling diverse traffic patterns. 
Moreover, Gradient Boosting's ability to handle high-
dimensional data and its resilience to overfitting contribute to 
its effectiveness in complex network environments. Compared 
to other models tested in this study, such as Random Forest and 
Support Vector Machine, Gradient Boosting consistently 

produced more stable results across different validation splits. 

 

Fig. 5. Confusion Matrix Gradient Boosting 90:10 

The confusion matrix figure above represents the 
performance results of the Gradient Boosting model with a 
training and testing data proportion of 90:10 in detecting normal 
benign network traffic and malicious DDoS attacks. Based on 
these results, the model successfully classified 6,218 benign 
data correctly as benign true negative and 4,116 malicious data 
correctly as malicious true positive. Meanwhile, there were 40 
benign data that were incorrectly classified as malicious false 
positives and only 10 malicious data that were incorrectly 
classified as benign false negatives.  

The high true positive and true negative values indicate that 
the model has strong generalization ability, as well as high 
sensitivity and specificity. The low false negative value is 
crucial in the context of cybersecurity, as it ensures that most 
attacks can be detected in a timely manner. Thus, the Gradient 
Boosting model is proven to be effective and efficient to be 
applied as part of an intrusion detection system in accurately 
identifying DDoS threats. 

D. Accuracy results of previous research comparisons 

A comparison of the accuracy of the performance model 
used in this study and the methods used in previous studies is 
presented in Table VI. 

TABLE VI.  ACCURACY COMPARISON OF SDN DDOS DATASET 

Research  Algorithm  Accuracy 

Dahlan, I A [2] KNN 98.00% 

Jia [8] SVM 99.86 

Proposed Models 
Gradient Boosting 95.53% 

Decision Tree 94.26% 

 Table VI illustrates the comparison of accuracy levels 
between the model proposed in this study and several machine 
learning algorithms that have been used in previous studies. In 
the study conducted by Dahlan, I. A. [2], the KNN algorithm 
managed to achieve an accuracy of 98.00%. Meanwhile, 
research conducted by Jia [8] showed that the Support Vector 
Machine (SVM) algorithm obtained the highest accuracy, 
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which was 99.86%. 

 In this study, two algorithmic approaches were applied, 
namely Gradient Boosting and Decision Tree. The test results 
showed that the Gradient Boosting model achieved the highest 
validation accuracy of 95.53%, while the Decision Tree 
obtained an accuracy of 94.26%. Although the accuracy of the 
two models has not surpassed the performance of models from 
previous research, especially SVM, they still show quite good 
and consistent classification performance. 

VIII. CONCLUSION 

This study aims to evaluate the performance of two 
classification algorithms, namely Gradient Boosting and 
Decision Tree, in detecting DDoS attacks in SDN 
environments. We developed and tested the model using a 
machine learning approach and a systematic feature selection 
process on SDN-based DDoS datasets with various training and 
testing scenarios. 

The evaluation results show that the Gradient Boosting 
model consistently produces higher validation accuracy 
compared to Decision Tree, with a maximum accuracy of 
95.53% at a data ratio of 90:10. Meanwhile, Decision Tree 
recorded the highest accuracy of 94.26%. In addition to 
excelling in terms of accuracy, Gradient Boosting also shows 
better computational time efficiency compared to Decision 
Tree, despite having a higher structure complexity. The 
confusion matrix analysis of the best model, namely Gradient 
Boosting at a ratio of 90:10, shows high true positive and true 
negative values, as well as a very low false negative rate. This 
indicates the model's ability to perform accurate classification 
of benign and malicious network traffic, which is very 
important in the context of intrusion detection systems. 

When compared to some previous studies using algorithms 
such as KNN and SVM, the accuracy of the proposed model is 
still below them. However, this approach still shows 
competitive performance and can be used as a viable alternative 
in SDN-based network security systems. Thus, the Gradient 
Boosting model can be considered as an effective and efficient 
solution in automatically detecting DDoS attacks in modern 
network environments.  

For future research, it is recommended to explore the use of 
Deep Learning algorithms, such as Recurrent Neural Network 
(RNN), which are more adaptive to timing and sequential 
patterns in network traffic. In addition, testing against real-time 
datasets or more complex SDN environments may provide 
results that are more representative of real-world 
implementations. 
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