
Bincang Sains dan Teknologi (BST)  E-ISSN 2961-8746 

DOI: 10.56741/bst.v4i03.1117  P-ISSN 2961-8932 

Title: Paper Formatting for IISTR (max. 12 words) (First author, et al.)     
BST by IISTR 

Vol. 4, No. 03, December 2025, pp. 101-105 

Page | 101 

The Dark Side of Bot Farms in the 

Business World: An Ethical and 

Economic Threat in the Digital Era 
1Ari Fajar Santoso*, 2Zafar Khan 

Corresponding Author: * arifajar@telkomuniversity.ac.id  
1 Telkom University, Bandung, Indonesia 
2 Abasyn University, Peshawar, Pakistan 

 

Article submitted:  

15 June 2025 

Revised:  

3 August 2025 

Accepted:  

25 August 2025 

 
Abstract 

n the digital economy, bot farms have emerged as a controversial tool businesses use to manipulate online 
visibility and influence consumer perception. While automation offers efficiency, bots' misuse, primarily 

through coordinated bot farms, poses serious ethical, legal, and economic challenges. This article critically 
examines the negative impact of bot farms in business practices, focusing on deceptive marketing, unfair 
competition, consumer misinformation, and the distortion of digital ecosystems. Using qualitative analysis 
and literature review, this study highlights the urgent need for regulatory frameworks and ethical digital 
governance to combat the rise of bot-driven manipulation. The findings show that bot farms undermine 
trust, disrupt market fairness, and erode the integrity of online platforms, calling for cross-sector efforts to 
mitigate their spread. 
 

Keywords: bot farm, consumer deception, digital governance, digital manipulation, unethical business 
practices 

 
Introduction 

The proliferation of digital technologies has transformed the business landscape, offering new 

ways to engage customers and analyze markets. Bots (automated programs capable of performing 

repetitive tasks efficiently) are among the tools used. While bots can enhance customer experience and 

streamline services, their misuse in the form of bot farms introduces a darker dimension to digital 

business operations [1], [2]. 

A bot farm is a coordinated network of automated accounts designed to mimic human behavior 

at scale. These systems are often deployed to manipulate digital metrics, inflate social media 

engagement, or propagate disinformation. The growing sophistication of bot farms makes them harder 

to detect and increasingly attractive for unethical business strategies [3]. 

Recent reports and studies have shown how bot farms can distort online ratings, generate fake 

product reviews, and manipulate consumer perception, ultimately damaging market integrity and trust 

[4], [5]. These artificial engagements harm ethical businesses and compromise the accuracy of 

algorithms that govern digital visibility on platforms like Google, Amazon, and Facebook. 

This paper explores the dark side of bot farms in the business world, focusing on the ethical, 

legal, and economic consequences. Through a structured literature review and critical analysis, we 

investigate how these tools compromise the fairness and transparency of digital commerce. By 
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highlighting current challenges and the regulatory gap, this research calls for urgent governance 

mechanisms and collaborative responses from multiple stakeholders in the digital ecosystem. 

Literature Review 

Previous studies have extensively discussed the role of bots in digital ecosystems. Ferrara et al. 

[1] explored the behavioral patterns of bots on Twitter, showing how they can amplify false narratives. 

Meanwhile, Cresci et al. [2] emphasized the evolution of bots into sophisticated “social spambots” 
capable of influencing real users. From a marketing perspective, bots are used for astroturfing, creating 

a false impression of popularity or grassroots support [3]. In business, such tactics can mislead 

consumers, investors, and competitors. Allcott and Gentzkow [4] argue that bot farms distort online 

ratings, undermining the reliability of e-commerce platforms. 

Ethically, bot farms violate the principles of transparency, authenticity, and fair competition. 

According to Barbado et al. [5], digital persuasion must adhere to moral boundaries, which bot farms 

frequently transgress. Furthermore, legal scholars have highlighted the regulatory vacuum surrounding 

bots, especially in cross-border operations [6]. These findings suggest an urgent need to investigate bot 

farms' technical, ethical, and socio-economic implications in business. 

Analysis and Discussion 

A. Manipulation and Consumer Deception 

Bot farms are commonly used to fabricate social proof (likes, followers, reviews) on social media 

and e-commerce platforms. These inflated metrics deceive consumers into believing a product is popular 

or trustworthy [7], [8], [9], [10]. For instance, fake reviews can significantly influence purchase 

decisions, misallocating consumer resources. Moreover, bots can simulate engagement in real time, 

making it difficult for algorithms to differentiate genuine interest from automation. This manipulation 

erodes user trust, a critical currency in digital marketplaces. 

 

Source: https://www.bankinfosecurity.com/ukrainian-police-shutter-propaganda-spreading-bot-

farm-a-22592  

B. Unfair Competition and Market Distortion 

Businesses using bot farms gain an unfair advantage by undermining organic marketing efforts. 

Competitors adhering to ethical standards are disadvantaged, skewing market dynamics [11], [12], [13], 

https://www.bankinfosecurity.com/ukrainian-police-shutter-propaganda-spreading-bot-farm-a-22592
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[14]. Additionally, bot attacks in the form of fake negative reviews or click fraud can directly harm competitors’ revenue and reputation. Platforms like Amazon and Google have struggled to mitigate such 

abuses, revealing systemic vulnerabilities in current digital governance models. 

 

Source: https://assets-prd.ignimgs.com/2021/07/18/6cf3d8104a192be2bb2380c6e3ce466c-

1626584797403.jpeg  

C. Impact on Digital Ecosystems 

Beyond individual cases, bot farms affect broader digital ecosystems. Algorithms that rely on user 

behavior to rank content are easily manipulated by automated activity [15], [16], [17], [18]. As a result, 

low-quality or even harmful content can gain visibility, while genuine voices are buried. This dynamic 

leads to a degradation of content quality and user experience. It also challenges the credibility of 

recommendation systems, search engines, and social platforms. 

 

Source: https://sundayguardianlive.com/business/phone-farms-and-modern-day-exploitation  

D. Legal and Ethical Implications 

While some jurisdictions have started to regulate bots (e.g., California's Bot Disclosure Law), most 

legal systems lack explicit provisions for dealing with bot farms, especially those operated 

transnationally [19], [20], [21], [22]. The anonymity and scale of bot operations complicate 

accountability. 

https://assets-prd.ignimgs.com/2021/07/18/6cf3d8104a192be2bb2380c6e3ce466c-1626584797403.jpeg
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Ethically, deploying bot farms contravenes principles of integrity, transparency, and respect for 

consumer autonomy. Yet, the incentive structure of digital markets, driven by visibility and engagement 

metrics, continues to fuel their proliferation. 

Conclusion 

Bot farms represent a growing threat to ethical business practices in the digital age. Their ability to 

manipulate perception, distort competition, and degrade trust presents challenges that extend beyond 

individual firms to entire digital ecosystems. As businesses increasingly operate in data-driven 

environments, the misuse of automated tools like bot farms must be critically addressed. This paper 

underscores the need for: 

• Stronger regulatory frameworks across jurisdictions, 

• Ethical guidelines for digital marketing and data use, 

• Platform accountability in detecting and curbing bot activity, 

• Greater public awareness and digital literacy among consumers. 

Tackling the dark side of bot farms requires a multidisciplinary approach, involving policymakers, 

technologists, businesses, and civil society to preserve the integrity of digital commerce. 
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