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ABSTRACT 

This research investigates the "privacy paradox," a phenomenon in which individuals, particularly university 

students, express concerns about data privacy but fail to implement effective measures to protect their personal 

information. The study seeks to identify key factors influencing students' awareness and behaviors concerning 

personal data security while proposing strategies to improve their knowledge and practices in the face of 

accelerating digital advancements. Employing a Systematic Literature Review using the PRISMA method, this 

research analyzed articles published between 2014 and 2023 to explore pertinent themes. The results indicate 

that students frequently disregard privacy policies and security protocols, leaving them susceptible to data 

breaches. Although they articulate concerns about threats from social media, university networks, and 

smartphones, their actions often contradict these concerns. This inconsistency arises from limited understanding 

of data collection processes and a perception of ineffectiveness in privacy protection efforts. The study 

underscores the importance of educational initiatives, such as cybersecurity training, phishing awareness 

programs, and the integration of advanced security technologies like blockchain and encryption. Furthermore, 

the enactment of Indonesia's Personal Data Protection Bill (PDP Bill) is identified as a critical step toward 

strengthening the legal framework for data security. Collectively, these measures aim to mitigate privacy risks 

and enhance students' compliance and awareness in safeguarding their personal data. 
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1. Introduction  

Cybersecurity is a critical issue that must be prioritized 
by national security and all types of businesses [1]. 
Previous studies indicate that protecting privacy 
becomes more significant when individuals use high-
risk internet services [2]. Although nearly everyone is 
aware of cybersecurity, people's honesty and behavior 
are not always transparent, enabling attackers to act 
covertly without the victims' knowledge [3]. Both 
intentional and unintentional actions by computer or 
internet users contribute to cybersecurity breaches. For 
instance, users may inadvertently share or disclose 
passwords, access embedded links on websites, or install 
unverified media on their mobile devices or computers 
[4]. 

People claim to care about privacy, yet they often engage 
in behaviors that jeopardize their data [5]. Many users 
continue to rely on outdated operating systems, making 
it easier for attackers to access personal data illegally [6]. 
Although privacy settings allow users to control who can 
view their information, sensitive data can still be leaked 
[7]. Sharing limited amounts of personal data or 
excessive content over a short period may not 
immediately result in significant information exposure. 

However, over time, it inevitably poses substantial 
privacy risks [8]. 

The unintentional distribution of personal or sensitive 
data to unauthorized entities is referred to as a "data 
breach" or “data leaks.” However, in the context of 
mobile devices, researchers often describe the 
distribution of data to third parties without the explicit 
knowledge of the owner as a data leak [9]. While 
surveys indicate that people care about their privacy, 
many fail to take measures to protect it. This 
discrepancy between attitudes and actions is known as 
the "privacy paradox." Participants also feel that their 
efforts to safeguard privacy are futile, reflecting 
widespread cynicism about privacy protection [10]. 
Research suggests that this paradoxical behavior stems 
from a lack of knowledge. Although individuals are 
concerned about privacy, their limited understanding 
of how data is collected and used hinders them from 
taking appropriate actions. Many respondents use 
privacy protection tools, but often not out of personal 
concern for their privacy [10]. The privacy paradox 
suggests that concerns about online privacy are 
insufficient to fully explain behavior on social 
networking sites (SNS) [11]. 
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Previous studies indicate that internet users have limited 
or no knowledge about the data being tracked, collected, 
and stored by companies and digital technologies [12]. 
Some students admit to rarely reading privacy policies 
before downloading applications, reflecting a low level 
of awareness regarding personal data security [13]. 
Participants expressed concerns about various threats, 
ranging from social media and university networks to 
smartphones and digital wallets [14]. Users tend to feel 
their privacy has been violated when they believe they 
lack control over their personal information on social 
media platforms, thereby heightening their privacy 
concerns [15]. However, respondents demonstrated 
strong motivation to protect their devices and data. 
Applications with clear and transparent privacy policies 
were generally more trusted by users [6], [16]. When 
informed about the risks of data breaches, respondents 
were more likely to reduce their intention to use online 
platforms that could endanger their personal data [17]. 
Therefore, implementing effective privacy protection 
mechanisms is essential to address the issue of data 
breaches [18]. 

Although many claim to care about privacy and data 
security, research shows that their behavior often does 
not align with these attitudes, a phenomenon known as 
the "privacy paradox." Students, like many other users, 
often lack a full understanding of the risks and 
mechanisms behind the collection and use of personal 
data by third parties. This lack of awareness makes them 
more vulnerable to data breaches, which can occur either 
intentionally or unintentionally. 

Among university students, the low level of awareness 
regarding data security is evident in their habit of rarely 
reading privacy policies before downloading 
applications, despite their concerns about security risks 
from social media and campus networks. Many users 
recognize the importance of privacy but fail to take 
concrete steps to protect it. 

Furthermore, the objective of this study is to identify the 
variables that influence students' awareness and actions 
regarding the management of personal data. This 
research aims to offer solutions for students to be more 
cautious in safeguarding their personal data amidst the 
rapid and complex advancements in digital technology. 
Therefore, conducting this study is essential to enhance 
students' awareness of the importance of protecting 
personal data and to develop effective solutions to 
address the issues arising from data breaches that have 
already occurred. 

2. Methods 

2.1. Data Collection 

The method used is a Systematic Literature Review, 
employing the Preferred Reporting Items for Systematic 
Reviews and Meta-Analyses (PRISMA) method [19]. 
Article searches were conducted on September 22, 2024, 
using the Publish or Perish application with the Google 
Scholar database. 

2.2. Research Stages 

Figure 1. PRISMA Diagram  

Based on figure 1, the search was conducted using the 
keywords "college students" OR "university students" 
AND "personal data" AND "data privacy" AND "data 
leakage." The search was limited to articles published 
between 2014 and 2023, with a maximum of 1,000 
results, yielding 191 articles. After conducting the 
search using the Publish or Perish application, the 
results were transferred to Mendeley Desktop. In 
Mendeley Desktop, the article data was entered and 
then "Update Details" was applied to automatically 
complete any missing information in the article details. 

After importing the data from Mendeley Desktop into 
Excel, several sorting steps were performed, starting 
with sorting by publisher, which resulted in 55 articles. 
This sorting was based on the publisher or the journal 
publisher indexed by SCOPUS. Next, sorting by title 
was performed, leaving 33 articles. This sorting was 
based on article titles that were relevant or related to 
the keywords of this study. Subsequently, sorting by 
abstract reduced the selection to 21 articles, with one 
article not available in the online database. At this 
stage, abstracts were read, and articles were selected 
based on their relevance to the study. Finally, sorting 
by full paper left 13 articles, with 2 duplicates and 6 
articles that could not be accessed for free. In this final 
step, articles were reviewed in their entirety, and only 
those that directly addressed or were related to the 
research were retained. 

3.  Results and Discussion 

Society claims to care about privacy, yet often engages 
in behaviors that jeopardize their data. The discrepancy 
between concern and action is known as the Privacy 
Paradox. Despite this, users rarely take advantage of 
the available settings to protect their privacy [5]. While 
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surveys indicate that people care about their privacy, 
many fail to take measures to protect it. Participants also 
feel that their privacy protection efforts are futile, 
reflecting widespread cynicism about privacy [10]. 
Research shows that this paradoxical behavior is due to 
a lack of knowledge. Although individuals care about 
privacy, their limited understanding of how data is 
collected and used makes it difficult for them to take 
appropriate action. This may explain why, so far, no 
significant correlation has been established between 
behavior and privacy concerns [11]. Many respondents 
use privacy protection tools, but often not out of personal 
concern for their privacy [10]. In fact, some students 
admitted that they rarely read privacy policies before 
downloading or accessing an app, indicating a low level 
of awareness regarding personal data security [13]. The 
phenomenon of the Privacy Paradox illustrates a 
mismatch between individuals' concerns about online 
privacy and their high levels of personal information 
sharing. This indicates that while many internet users 
acknowledge the importance of privacy, they continue to 
share substantial amounts of personal information online 
[20]. 

Social media applications collect, display, and share 
personal information to enable user interaction. Users 
entrust their personal data, such as health information, 
location, or device IDs, to these applications. However, 
they often rely on unclear or misleading documentation 
to understand how their data is used and managed [21]. 
Despite many users expressing concerns, the number of 
mobile app downloads worldwide continues to rise. 
Users continue to download apps with little hesitation, 
even when the apps request excessive permissions. They 
weigh the risks and benefits, and despite concerns, these 
are often outweighed by the desire to use the app, time 
constraints, or the satisfaction promised by the app [22]. 
A lack of understanding of privacy risks can lead to 
apathy toward privacy issues. Individuals who do not 
comprehend the importance of privacy are more likely 
to share information without considering the potential 
consequences [20]. Additionally, users feel they can 
manage their privacy settings, yet they also perceive 
these efforts as futile [13].  

Educational programs can raise awareness about 
smartphone security, as users are often unaware of the 
dangers associated with their devices [23]. User 
behavior is directly correlated with mobile phone 
security. Compared to other computing systems, mobile 
devices are considered more vulnerable to breaches due 
to their small size and portability [24]. Additionally, 
users tend to prefer faster phones over more secure ones, 
which can pose risks in certain situations, such as when 
individuals use their smartphones for online transactions 
[25].  

Some people believe that devices like smart speakers do 
not capture sensitive data that is considered 
insignificant. However, users of these smart speakers are 
often unaware of the potential privacy breaches that -

could occur through these devices [26]. Research 
indicates that respondents tend to increase their efforts 
to protect themselves and become more cautious about 
using online platforms indiscriminately [17]. Many 
people still use older operating systems, which make 
them more vulnerable to attackers. However, some 
individuals show a strong motivation to protect their 
devices and data [6]. Similarly, students express 
concern and awareness about various threats, ranging 
from social media to university or campus networks, as 
well as from their smartphones [14].  

Raising user awareness about the importance of 
protecting personal data can reduce the risk of privacy 
breaches. It is essential to implement an effective 
protection model that includes user consent, clear 
objectives, and transparency in data processing [27]. 
There is a need for digital security education, starting 
with students. This includes understanding the risks 
associated with the use of applications and social 
media, as well as how to protect their personal data 
[28]. Additionally, it is important to identify 
vulnerabilities and provide training on information 
security, including how to recognize phishing attempts. 
There are also game-based applications designed to 
educate users about phishing [29].  

The integrity and confidentiality of data are maintained 
through network protection and encryption. Users are 
often unaware of the significant risks involved when 
installing applications or updating files. Before 
registering and accessing data, users should ensure that 
the website is secure by checking key security features 
[30]. Although users are informed about app 
permissions, these permissions are often accepted 
without much consideration. Knowing the apps that are 
downloaded and the permissions they request is an 
important step in maintaining security [31]. There is 
also the possibility that information may be shared with 
unauthorized parties [32]. Privacy settings on social 
networking sites (SNS) serve as a means to regulate the 
boundaries of privacy between passive and active 
activities [33]. 

To mitigate the impact of data breaches, especially 
those that are unintentional, unauthorized recipients 
will be prevented from opening or accessing sensitive 
data [34]. By providing clear information about 
privacy breaches, users will gain a better understanding 
of the risks associated with privacy loss [35]. A 
thorough understanding of data issues is crucial for 
technical research, as it forms the foundation for data 
processing and protection by systems. The distinction 
between personal information and sensitive personal 
information must be acknowledged by all parties, as 
data protection must be tailored to the level of 
sensitivity. The more sensitive the data, the greater the 
potential harm if it is lost, leaked, or misused [36].  

Online Social Networks (OSNs) play a crucial role in 
modern life for maintaining human relationships. 
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However, the widespread use of OSNs leads to privacy 
issues due to the extensive sharing of personal data 
online. Although privacy settings allow users to control 
who can view their information, sensitive data can still 
be leaked [7]. To protect data security and privacy in 
urban computing, secure data processing systems utilize 
blockchain and differential privacy [37]. Blockchain-
based systems can significantly reduce the risks of 
breaches, tampering, and data corruption, safeguarding 
data security and privacy to a level that cannot be 
achieved by other existing systems [38].  

It is recommended to use network analysis to enhance 
cybersecurity awareness. This initiative can begin with 
students, who can collaborate with schools or 
universities. Protecting personal data in education 
through information technology is crucial. Universities 
can provide training to help students recognize and 
mitigate cybersecurity threats [32], [39]. Additionally, 
the Indonesian government has drafted the Personal 
Data Protection Bill (PDP Bill). Despite some 
limitations, the enactment of this bill will be an 
important step for Indonesia to align its data protection 
laws with international standards [40].  

Although students, or even society at large, may express 
concern about data privacy, they often act without 
considering security risks, such as neglecting device 
security regulations or failing to read privacy policies. 
This is known as the "privacy paradox," where 
knowledge of data privacy is often not followed by 
appropriate actions. Some students are concerned about 
privacy threats from social media and university 
networks but are not highly motivated to protect 
themselves. They struggle to take the necessary steps 
due to a lack of understanding of how personal data is 
collected and managed. As a result, their behavior tends 
to be vulnerable to the risks of data breaches.  

It is crucial to provide lessons focused on information 
security, identifying potentially harmful digital 
applications, and safeguarding privacy on social media. 
Universities or campuses can offer training on how to 
identify threats such as phishing and use security 
software. Additional protection can also be implemented 
by adopting contemporary security technologies, such as 
blockchain systems and data encryption systems. 
Furthermore, laws such as the Personal Data Protection 
Bill (PDP Bill) will provide a strong legal foundation for 
securing personal data, thereby enhancing students' 
awareness and compliance with privacy protection 
measures. 

4.  Conclusion  

This study shows that although people talk about 
privacy, many do nothing to protect their personal data, 
creating what is known as the Privacy Paradox. People 
are unaware of how data collection works, which makes 
it difficult for them to take the appropriate actions, 
despite their concerns. Users of social media 
applications and other technologies often neglect their 

privacy settings, thereby increasing the risk of 
unintended data breaches.  

Furthermore, the challenge in protecting privacy stems 
from user behavior, which often involves granting 
permissions to applications without considering the 
associated risks, as well as a lack of understanding 
regarding data vulnerabilities. While some users are 
highly motivated and aware of the need to protect their 
devices and data, others feel that such efforts are futile. 
Therefore, it is crucial to educate users on the 
importance of safeguarding their personal data through 
training. Educational programs on data security, 
particularly on how to recognize threats such as 
phishing, are essential for raising awareness. This 
includes increasing cybersecurity awareness through 
network analysis, implementing robust protection 
models, and fostering collaboration between 
educational institutions and government agencies.  

With the Personal Data Protection Bill (PDP Bill) 
currently under development, Indonesia has the 
opportunity to align its data protection laws with 
international standards, as personal data protection 
must be adapted to the increasing sensitivity of data in 
the digital world. It is hoped that such measures will 
help enhance information security in the digital era and 
reduce the likelihood of data breaches.  

As a follow-up to this research, it is recommended to 
conduct further studies on educational programs or 
training specifically focused on personal data security, 
particularly for students. Additionally, further research 
on blockchain and encryption technologies, and their 
application to students in protecting data in the digital 
era, should be explored. Further investigation into the 
impact of social media on data privacy awareness is 
also suggested. 
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