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Abstract 

 

This study examines the responsibility of the state in protecting personal data within Indonesia’s Electronic-Based 

Government System. The objective is to analyze the legal obligations of government institutions as personal data 

controllers in digital public services and to formulate a normative framework that integrates the Personal Data 

Protection Law, SPBE governance, and the protection of citizens’ constitutional rights. This research employs a 
qualitative legal method with a normative-juridical and conceptual approach. Data were collected through 

documentary study of Indonesian legal instruments concerning personal data protection, public services, 

government administration, electronic systems, and electronic-based government, supported by relevant scholarly 

literature on data governance and digital public administration. The findings show that Indonesia already has an 

important legal foundation for personal data protection and digital government, but the Personal Data Protection 

Law and SPBE framework have not yet been fully integrated. This regulatory fragmentation creates risks related to 

unclear institutional responsibility, excessive data processing, weak citizen notification, inaccurate data use, data 

breaches, and limited remedies. The study proposes the concept of the state as a constitutional data controller, 

meaning that government responsibility extends beyond technical compliance toward the protection of privacy, 

dignity, legal certainty, equality, and access to public services. This study contributes to strengthening a rights-

based model of SPBE in Indonesia. 

 

Keywords: constitutional data controller; digital government; electronic-based government system; personal data 

protection; state responsibility.   

 

 

1. INTRODUCTION  

The rapid expansion of digital government has transformed personal data into a core administrative resource. In 

electronic-based government systems, public institutions collect, store, exchange, verify, and process citizens’ 
personal data to deliver services, manage population administration, distribute social assistance, issue licenses, 

provide health and education services, and support policy decisions. This transformation improves administrative 

efficiency, service integration, and data-driven governance, but it also creates serious legal risks when the state 

processes citizens’ data without adequate safeguards. In Indonesia, this issue is particularly important because the 
Electronic-Based Government System, or Sistem Pemerintahan Berbasis Elektronik (SPBE), encourages 

interoperability and integrated digital services, while Law No. 27 of 2022 on Personal Data Protection regulates 

personal data processing, the rights of data subjects, and the obligations of personal data controllers and processors.  

Personal data protection in digital government cannot be treated merely as an information-security issue. It is a 

constitutional and administrative law matter because personal data is closely connected to human dignity, privacy, 

legal identity, access to services, and protection from arbitrary state action. When citizens submit personal data to 

government platforms, they do not stand in an equal contractual relationship with the state. They are often legally 

required to provide data in order to obtain public services or exercise their rights. Therefore, the state has a higher 

duty of care than private entities. The government is not only a service provider, but also a public authority that holds 

constitutional obligations to respect, protect, and fulfil citizens’ rights. This makes the state’s position as a personal 
data controller in digital public services legally distinctive and normatively demanding [1]–[5]. 

In the Indonesian context, the problem becomes more complex because SPBE is designed to promote integrated 

government services, data sharing, interoperability, efficiency, and public-sector coordination. These objectives are 

legitimate and necessary for modern public administration. However, the more integrated government data systems 

become, the greater the risk of unauthorized access, excessive processing, data leakage, profiling, inaccurate data use, 

and unclear responsibility among public institutions. Previous research on the legal framework of personal data 

protection in SPBE has emphasized that the use of personal data in electronic government must accommodate the 

competing interests of the individual and the state, especially the individual interest in privacy and information 

security and the state interest in improving public service delivery [1]. This shows that the key issue is not whether 
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the government may process personal data, but how such processing can be made lawful, accountable, limited, secure, 

transparent, and rights-based. 

The existing literature has developed several important discussions on personal data protection, digital 

government, and public-sector accountability. Rahman [1] examines the legal framework of personal data protection 

in the implementation of SPBE in Indonesia and identifies the need for stronger principles, data classification, access 

restrictions, and information-security standards. Syailendra, Lie, and Sudiro [2] analyze the challenges and 

opportunities of Indonesia’s Personal Data Protection Law and argue that its enactment is an important step toward 

strengthening citizens’ data protection. Badriah, Indiahono, and Sukarso [3] compare personal data protection 
accountability in Indonesia, South Korea, and Singapore and emphasize the importance of accountable policy 

innovation, institutional authority, and breach-reporting mechanisms. Wibowo [4] highlights the importance of 

personal data protection in Indonesia’s digital economy, while Rahmawati and Wardana [5] relate privacy and 
personal data protection to constitutional guarantees in the era of government digitalization. These studies provide a 

strong foundation, but most of them still focus on general legal protection, policy comparison, or the implementation 

challenges of the Personal Data Protection Law. 

A broader body of literature also discusses data governance and digital public administration. Schmeling, al 

Dakruni, and Mergel [6] show that data collaboration in digital government involves ecosystem, organizational, and 

individual dimensions, but research attention to standardization, privacy, security, and trust remains insufficient. 

Yukhno [7] argues that big-data governance requires a rethinking of public administration principles because digital 

government increasingly depends on large-scale data ecosystems. Degli Esposti, Ball, and Dibb [8] demonstrate that 

public-sector data use may be justified through public interest and national security arguments, yet such justification 

must still be balanced against individual rights. Meanwhile, studies on AI and public administration underline that 

digital government tools require transparency, accountability, institutional readiness, public trust, and human 

oversight [9]–[18]. These studies are relevant because personal data protection in SPBE is not only about data storage, 

but also about how state institutions use data to automate, integrate, and rationalize public governance. 

Despite these contributions, there remains a specific gap in the literature: previous studies have not sufficiently 

integrated Indonesia’s Personal Data Protection Law with SPBE governance and the constitutional protection of 
citizens’ rights. Existing studies often discuss these issues separately. Personal data protection is examined as a 

privacy or cybersecurity issue, SPBE is examined as a digital government reform agenda, and constitutional rights 

are discussed as a broader normative guarantee. This article argues that these three dimensions must be integrated. 

The novelty of this study lies in its proposition that the state, when operating digital government services, must be 

legally understood as a constitutional data controller. This means that the government’s obligation is not limited to 
technical security or regulatory compliance, but extends to the protection of citizens’ constitutional rights in every 
stage of data processing within SPBE. Accordingly, this study aims to analyze the responsibility of the Indonesian 

state in protecting personal data within electronic-based government systems and to formulate a normative framework 

that integrates the Personal Data Protection Law, SPBE governance, and constitutional rights protection. 

2. RESEARCH METHODS 

This study employs a qualitative legal research method with a normative-juridical and conceptual approach. The 

qualitative method is appropriate because the object of this study is not statistical measurement, but the interpretation 

of legal norms, state obligations, institutional responsibilities, and constitutional rights in the protection of personal 

data within Indonesia’s Electronic-Based Government System, or Sistem Pemerintahan Berbasis Elektronik (SPBE). 

Qualitative legal research enables the researcher to examine how legal texts, principles, and institutional practices 

interact in a particular regulatory context, especially when the issue concerns the relationship between the state, 

citizens, digital governance, and fundamental rights [28], [29]. 

The normative-juridical approach is used to analyze the legal obligations of the state as a personal data controller 

in digital government services. This approach examines statutory provisions, legal principles, and regulatory 

structures that govern personal data processing by public institutions. The study focuses on the integration of Law 

No. 27 of 2022 concerning Personal Data Protection, Presidential Regulation No. 95 of 2018 concerning the 

Electronic-Based Government System, Government Regulation No. 71 of 2019 concerning the Implementation of 

Electronic Systems and Transactions, Law No. 30 of 2014 concerning Government Administration, and Law No. 25 

of 2009 concerning Public Services. Law No. 27 of 2022 regulates principles of personal data protection, data-subject 

rights, personal data processing, obligations of personal data controllers and processors, data transfer, administrative 

sanctions, dispute settlement, and criminal provisions. Presidential Regulation No. 95 of 2018 provides the policy 

foundation for SPBE, while Government Regulation No. 71 of 2019 regulates electronic systems and transactions. 

These instruments are examined together to understand whether Indonesia’s digital government framework has 
adequately positioned the state as a rights-based and accountable data controller.  

This study is also designed as a single-case study of Indonesia. Indonesia is selected because it has formally 

developed SPBE as a national digital government framework, but the implementation of personal data protection 

within government digital services remains normatively and institutionally complex. The case study is limited to the 
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state’s responsibility in processing citizens’ personal data through public digital services, including the collection, 
storage, use, integration, exchange, security, and correction of personal data. The study does not examine private-

sector data processing, except where private electronic system providers act as processors or technical partners of 

government institutions. This case boundary is important because the state’s obligation in SPBE is legally different 
from private-sector data governance. The government does not process personal data merely as a market actor, but as 

a public authority that is constitutionally responsible for protecting citizens’ rights. 
The conceptual approach is used to construct the idea of the state as a constitutional data controller. This concept 

refers to the position of the state as a public authority that controls the purposes and means of personal data processing 

in digital government services, while also bearing constitutional responsibility to protect privacy, legal identity, access 

to public services, administrative fairness, and human dignity. The concept is necessary because the Personal Data 

Protection Law regulates the obligations of personal data controllers in general, but the state’s responsibility in SPBE 
must be interpreted more broadly. As a public authority, the state is not only required to comply with data-processing 

rules, but also to ensure that personal data governance supports legality, transparency, proportionality, accountability, 

and constitutional rights protection. 

The data used in this study consist of primary legal materials, secondary legal materials, and supporting policy 

documents. Primary legal materials include the 1945 Constitution of the Republic of Indonesia, Law No. 27 of 2022 

concerning Personal Data Protection, Law No. 25 of 2009 concerning Public Services, Law No. 30 of 2014 concerning 

Government Administration, Government Regulation No. 71 of 2019 concerning the Implementation of Electronic 

Systems and Transactions, and Presidential Regulation No. 95 of 2018 concerning the Electronic-Based Government 

System. Secondary legal materials include peer-reviewed journal articles on personal data protection, digital 

government, SPBE, data governance, privacy rights, administrative law, and AI or automated decision-making in 

public administration. Supporting policy documents include official regulatory databases, government policy 

materials, and institutional documents related to SPBE and public-sector data governance. 

Data were collected through library research and documentary study. Library research was conducted by tracing 

scholarly literature from reputable journals, prioritizing recent articles with active DOI links and direct relevance to 

personal data protection, digital government, public administration, and state accountability. Documentary study was 

conducted by examining statutory regulations, policy documents, and official legal materials. Documentary analysis 

is relevant because legal and policy documents are the main sources for identifying the state’s obligations, the scope 
of citizens’ rights, and the regulatory relationship between the Personal Data Protection Law and SPBE governance 
[29]. This technique allows the research to systematically identify legal norms and institutional responsibilities 

embedded in Indonesian digital government regulation. 

The collected data were analyzed using qualitative content analysis and legal interpretation. Qualitative content 

analysis was used to classify the materials into several analytical themes: the state as personal data controller, citizens 

as data subjects, lawful basis of data processing, purpose limitation, data minimization, consent and public interest, 

data security, inter-agency data sharing, data accuracy, breach notification, administrative responsibility, and 

constitutional rights protection. Legal interpretation was then applied to examine how these themes should be 

understood within Indonesia’s administrative and constitutional law framework. Statutory interpretation was used to 
analyze the meaning of relevant legal provisions, conceptual interpretation was used to clarify the legal meaning of 

state responsibility as data controller, and systematic interpretation was used to connect the Personal Data Protection 

Law with SPBE governance, public service obligations, and government administration principles. 

The analytical process was conducted in four stages. First, the study identified the legal norms governing personal 

data protection in Indonesia, especially the rights of data subjects and obligations of data controllers under Law No. 

27 of 2022. Second, it examined the SPBE framework to understand how digital government encourages integration, 

interoperability, and data exchange among public institutions. Third, the study analyzed the legal risks that arise when 

government institutions process personal data through integrated digital systems, including excessive data processing, 

unclear institutional responsibility, inaccurate data use, weak consent mechanisms, unauthorized access, data 

breaches, and insufficient remedies. Fourth, the study formulated a normative framework for integrating personal data 

protection, SPBE governance, and constitutional rights. 

To strengthen the credibility of the analysis, this study applies source triangulation by comparing statutory 

regulations, scholarly literature, and official policy documents. The study also applies a rights-based perspective, 

meaning that SPBE is not assessed solely as an administrative-efficiency instrument, but as a digital governance 

system that must respect and protect citizens’ constitutional rights. Therefore, the legality of personal data processing 
by the state is assessed through several standards: clear legal basis, legitimate public purpose, proportionality, 

transparency, data accuracy, security, accountability, access to correction, and effective remedies. 

The limitation of this method is that it does not empirically assess the technical security performance of specific 

government platforms or measure public perception of data protection in SPBE services. It also does not conduct 

interviews with government officials, system developers, data protection officers, or citizens. The study is limited to 

normative legal reconstruction based on legal materials, policy documents, and scholarly literature. Nevertheless, this 

method is appropriate for the purpose of the article because the study aims to formulate a legal framework for state 
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responsibility in personal data protection within SPBE, rather than to conduct a technical audit of a particular digital 

government system. 

3. RESULTS AND DISCUSSION 

3.1. The State as a Constitutional Data Controller in Electronic-Based Government Systems 

The findings of this study show that the Indonesian state, when operating digital public services through the 

Electronic-Based Government System, cannot be understood merely as an ordinary data-processing institution. In the 

context of SPBE, the state collects, stores, integrates, exchanges, verifies, and uses citizens’ personal data for the 
purpose of delivering public services and exercising governmental authority. This position makes the state a personal 

data controller because public institutions determine the purpose and means of personal data processing in digital 

government services. However, unlike private data controllers, the state exercises this role based on public authority 

and constitutional responsibility. Therefore, the state should be understood as a constitutional data controller, 

namely a public authority that controls personal data processing while being legally bound to protect citizens’ 
constitutional rights. 

This finding is important because personal data processing in government services is often mandatory in practice. 

Citizens usually cannot refuse to provide personal data when accessing population administration, health services, 

education services, taxation, licensing, social assistance, immigration, or other public services. This creates an unequal 

relationship between citizens and the state. In the private sector, personal data processing is often based on consent or 

contractual relations, although such consent may also be problematic. In government services, however, citizens’ 
personal data is often processed because of statutory obligation, public interest, or the exercise of public authority. 

Therefore, the state has a higher duty to ensure that data processing is lawful, limited, transparent, secure, accurate, 

and accountable. 

Law No. 27 of 2022 concerning Personal Data Protection provides the legal basis for data-subject rights, the 

obligations of personal data controllers and processors, lawful data processing, data transfer, administrative sanctions, 

dispute settlement, and criminal provisions. Nevertheless, the implementation of this law in SPBE requires a specific 

administrative-law interpretation. In digital government, personal data protection is not only about preventing data 

leakage, but also about ensuring that citizens’ data is processed fairly and proportionately by public institutions. This 
finding strengthens Rahman’s argument that personal data protection in SPBE must be supported by clear legal 
principles, data classification, access restrictions, and information-security standards [1]. It also confirms Syailendra, 

Lie, and Sudiro’s view that the Personal Data Protection Law is a significant legal development, but its 
implementation requires stronger institutional readiness and enforcement mechanisms [2]. 

The study further finds that the state’s responsibility as a data controller must be connected to the principles of 
government administration and public service. Law No. 30 of 2014 concerning Government Administration requires 

governmental actions and decisions to be based on legality, authority, good governance, and accountability. Law No. 

25 of 2009 concerning Public Services requires public institutions to provide services in accordance with citizens’ 
rights, service standards, complaint mechanisms, and institutional responsibility. Therefore, when public services are 

delivered through SPBE, personal data protection should not be treated separately from public service accountability. 

A government institution that processes personal data unlawfully, excessively, or insecurely does not only violate 

data protection principles; it may also violate the principles of good governance and public service responsibility. 

3.2. Regulatory Fragmentation between the Personal Data Protection Law and SPBE Governance 

The second finding of this study is that Indonesia already has important legal instruments for digital 

government and personal data protection, but these instruments remain fragmented when applied to the daily operation 

of SPBE. Presidential Regulation No. 95 of 2018 concerning SPBE emphasizes integration, interoperability, 

efficiency, public service improvement, and digital transformation of government administration. Meanwhile, Law 

No. 27 of 2022 concerning Personal Data Protection emphasizes the rights of data subjects, obligations of controllers 

and processors, personal data processing principles, data security, dispute settlement, and sanctions. Both instruments 

are relevant, but they do not yet form a fully integrated framework for rights-based data governance in digital 

government. 

This fragmentation creates several legal risks. First, the expansion of inter-agency data sharing may produce 

uncertainty over which public institution acts as the main controller, joint controller, or processor. Second, data 

integration may increase the possibility of excessive processing when data collected for one public service purpose is 

reused for another purpose without adequate legal limitation. Third, citizens may face difficulty in identifying which 

institution is responsible when their data is inaccurate, misused, leaked, or used to deny access to public services. 

Fourth, SPBE may prioritize interoperability and administrative efficiency without sufficient procedural safeguards 

for citizens as data subjects. 

This finding is consistent with Schmeling, al Dakruni, and Mergel, who argue that data collaboration in 

digital government involves ecosystem, organizational, and individual dimensions, but issues of privacy, security, 

standardization, and trust remain underdeveloped in public-sector data collaboration research [6]. It also aligns with 
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Yukhno’s argument that big-data governance requires public administration to rethink its principles because digital 

government increasingly depends on large-scale data ecosystems [7]. In the Indonesian context, this means that SPBE 

governance must move beyond technical integration and toward accountable data governance. 

The fragmentation between the Personal Data Protection Law and SPBE governance also affects the 

protection of constitutional rights. Personal data is closely related to privacy, human dignity, legal identity, equality 

before the law, and access to public services. When government data systems are inaccurate or insecure, citizens may 

suffer concrete harm, such as exclusion from social assistance, difficulty accessing public services, identity misuse, 

administrative discrimination, or exposure of sensitive personal information. Rahmawati and Wardana emphasize that 

privacy and personal data protection are linked to constitutional guarantees in the era of government digitalization 

[5]. This study extends that argument by showing that constitutional protection must be embedded directly into SPBE 

governance, not treated only as a general constitutional principle. 

The comparison with prior research indicates that Indonesia’s regulatory challenge is not merely the absence 
of a Personal Data Protection Law, because such a law already exists. The deeper issue is the need to operationalize 

the law within the institutional structure of digital government. Badriah, Indiahono, and Sukarso show that 

accountability in personal data protection requires institutional clarity, breach-reporting mechanisms, and learning 

from comparative governance models such as South Korea and Singapore [3]. This study confirms that point but adds 

that, in Indonesia, accountability must be developed specifically within the SPBE architecture because government 

data processing involves public authority, public service obligations, and constitutional rights. 

3.3. State Obligations in Protecting Citizens’ Personal Data in Digital Government Services 

The third finding of this study is that the state’s responsibility in protecting personal data within SPBE should 
be formulated through several core obligations. The first obligation is lawfulness and purpose limitation. Every act of 

personal data processing by public institutions must have a clear legal basis and legitimate public purpose. 

Government institutions should not collect or process personal data merely because technology allows it. Data 

processing must be necessary for a specific public service or governmental function, and the purpose must be clearly 

communicated to citizens. 

The second obligation is data minimization and proportionality. Public institutions should only collect and 

process data that is necessary for the stated purpose. Excessive collection of personal data creates risks of misuse, 

unauthorized access, profiling, and institutional overreach. In SPBE, where data integration is a central objective, 

proportionality becomes essential because integrated systems may encourage the accumulation of large amounts of 

personal data across institutions. This finding is consistent with broader studies on digital government and 

surveillance, which warn that public-sector data use may be justified by public interest or national security, but such 

justification must still be balanced against individual rights [8]. 

The third obligation is transparency and citizen notification. Citizens must be informed about how their 

personal data is collected, used, shared, stored, protected, and deleted. Transparency is not only a technical privacy 

notice; it is a democratic requirement in digital public administration. Without transparency, citizens cannot exercise 

their rights as data subjects, including the right to access, correct, or challenge the use of their personal data. In this 

respect, SPBE platforms should provide clear information about data-processing purposes, responsible institutions, 

data-sharing mechanisms, retention periods, and complaint channels. 

The fourth obligation is data accuracy and correction. Personal data used in digital public services must be 

accurate, updated, and relevant. This obligation is particularly important because inaccurate government data may 

directly affect citizens’ access to public services. For example, inaccurate population data, welfare data, tax data, or 

education data may result in exclusion from benefits or administrative obstacles. Therefore, SPBE must provide 

accessible mechanisms for citizens to correct inaccurate data and ensure that corrected data is reflected across relevant 

government systems. 

The fifth obligation is security and breach accountability. Public institutions must implement appropriate 

technical and organizational measures to prevent unauthorized access, data leakage, unlawful disclosure, 

manipulation, and cyberattacks. However, security should not be understood narrowly as an IT function. It is also a 

legal responsibility. When a breach occurs, government institutions must be able to identify the responsible actor, 

notify affected citizens, mitigate harm, investigate the cause, and impose institutional accountability. This supports 

Wibowo’s argument that personal data protection is increasingly important for Indonesia’s digital development 
because trust in digital systems depends on the protection of citizens’ personal information [4]. 

The sixth obligation is effective remedies. Citizens must have accessible complaint, correction, objection, 

and dispute-settlement mechanisms when their personal data is misused, leaked, processed unlawfully, or used to 

produce harmful administrative consequences. Without remedies, personal data protection becomes declaratory rather 

than enforceable. In the SPBE context, remedies should be integrated into public service complaint mechanisms, 

administrative review, data protection supervision, and judicial remedies. This is essential because digital government 

may produce harm that is difficult for citizens to trace without institutional assistance. 
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3.4. Integrating Personal Data Protection, SPBE Governance, and Constitutional Rights 

The central contribution of this study is the formulation of an integrated framework for state responsibility 

in personal data protection within SPBE. This framework is based on the argument that the state must be treated as a 

constitutional data controller. This concept combines three legal dimensions. First, the state is a data controller under 

the Personal Data Protection Law because it determines the purpose and means of data processing. Second, the state 

is an SPBE organizer because it designs, operates, integrates, and manages digital public services. Third, the state is 

a constitutional duty bearer because it is responsible for protecting citizens’ fundamental rights. 
This integrated framework requires that SPBE governance be evaluated through both administrative 

efficiency and rights protection. Digital government cannot be considered successful merely because it accelerates 

services, integrates databases, or reduces bureaucratic procedures. It must also ensure that citizens’ personal data is 
processed lawfully, transparently, securely, proportionately, and accountably. In other words, the legitimacy of SPBE 

depends not only on technological performance, but also on its ability to protect constitutional rights. 

This finding has implications for previous studies on AI and digital government. Research on AI adoption in 

public administration shows that digital technologies can improve public-sector capacity but may also create risks 

related to fairness, transparency, privacy, and institutional accountability [9]–[15]. Busuioc argues that accountable 

AI requires identifiable responsibility and mechanisms for holding institutions to account [16]. Bignami emphasizes 

the importance of public administration accountability in AI governance [17]. Williams argues that algorithmic 

decision-making challenges administrative law doctrines such as legality, discretion, reason-giving, and reviewability 

[18]. Although these studies focus largely on AI and automated decision-making, their arguments are also relevant to 

SPBE because AI and automation depend heavily on personal data. Without strong data governance, AI-based or 

automated government systems may reproduce inaccurate, biased, or unlawful data practices. 

The integrated framework proposed in this study consists of seven principles. First, legal basis, meaning 

every personal data processing activity in SPBE must be grounded in law. Second, public purpose, meaning data 

processing must be connected to a legitimate governmental function or public service. Third, proportionality, meaning 

the scope of data processing must be limited to what is necessary. Fourth, transparency, meaning citizens must be 

informed about data use and institutional responsibility. Fifth, security, meaning the state must protect personal data 

through technical and organizational safeguards. Sixth, accountability, meaning public institutions must be 

responsible for unlawful processing, data leakage, inaccurate data use, and failure to provide remedies. Seventh, 

constitutional protection, meaning SPBE must be designed and implemented in a way that respects privacy, human 

dignity, equality, legal certainty, and access to public services. 

The novelty of this study lies in its effort to integrate the Personal Data Protection Law with SPBE 

governance and constitutional rights protection. Previous studies have generally discussed these issues separately: 

data protection as a privacy issue, SPBE as a digital government reform agenda, and constitutional rights as a broad 

normative guarantee. This study argues that these three dimensions must be treated as one interconnected framework. 

The state’s responsibility in SPBE is not fulfilled merely by adopting digital platforms or complying formally with 

data protection provisions. It must ensure that every stage of personal data processing in digital government services 

is legally justified, institutionally accountable, and constitutionally oriented. 

Overall, the findings show that Indonesia’s digital government transformation requires a shift from platform-

based SPBE to rights-based SPBE. Platform-based SPBE emphasizes digital integration, interoperability, and service 

efficiency. Rights-based SPBE goes further by ensuring that citizens remain protected as legal subjects and data 

subjects within government digital systems. This shift is essential because public trust in digital government depends 

not only on service speed, but also on the assurance that the state will not misuse, neglect, or expose citizens’ personal 
data. Therefore, the protection of personal data in SPBE should be understood as a core element of constitutional 

governance in the digital age. 

 

4. CONCLUSION 

This study concludes that the protection of personal data in Indonesia’s Electronic-Based Government 

System cannot be understood merely as a technical matter of cybersecurity or administrative data management. It is 

a constitutional responsibility of the state. When government institutions collect, store, integrate, exchange, and 

process citizens’ personal data through digital public services, the state acts not only as a service provider but also as 
a public authority that determines the purpose and means of personal data processing. Therefore, the state must be 

positioned as a constitutional data controller whose obligations extend beyond formal compliance with data 

protection rules toward the protection of privacy, human dignity, legal certainty, equality, and access to public 

services. 

The main finding of this study shows that Indonesia already has an important legal foundation for personal 

data protection and digital government, particularly through Law No. 27 of 2022 concerning Personal Data Protection 

and Presidential Regulation No. 95 of 2018 concerning the Electronic-Based Government System. However, these 

two regulatory frameworks have not yet been fully integrated. The Personal Data Protection Law regulates the rights 

of data subjects and the obligations of personal data controllers and processors, while the SPBE framework 
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emphasizes digital integration, interoperability, efficiency, and public service transformation. The problem is that 

SPBE governance may encourage extensive data sharing and inter-agency integration without a sufficiently detailed 

framework for determining institutional responsibility, data-processing limits, citizen notification, correction 

mechanisms, breach accountability, and effective remedies. 

The novelty of this study lies in its effort to integrate three dimensions that are often discussed separately: 

personal data protection, SPBE governance, and constitutional rights. This study argues that the state’s responsibility 
in digital government must be reconstructed through a rights-based SPBE framework. Such a framework requires 

every public institution to ensure that personal data processing is based on clear legal authority, legitimate public 

purpose, proportionality, transparency, security, accountability, and constitutional protection. In this sense, the 

success of SPBE should not be measured only by service speed, platform integration, or administrative efficiency, but 

also by the extent to which citizens’ personal data is protected from misuse, excessive processing, unauthorized 

access, inaccurate use, and institutional neglect. 

This study contributes to previous research on data protection and digital government by emphasizing that 

the state has a higher level of responsibility than private data controllers. Citizens often cannot freely refuse data 

processing in public services because personal data submission is required to obtain identity documents, social 

assistance, licensing, education, health services, taxation services, immigration services, and other administrative 

benefits. This unequal relationship requires stronger safeguards. Therefore, the government must provide clear 

mechanisms for notification, data access, correction, complaint submission, breach notification, institutional review, 

and legal remedies. Without these mechanisms, personal data protection in SPBE risks becoming a formal legal 

promise rather than an enforceable right. 

The findings also imply that Indonesia needs a more operational regulatory framework for personal data 

protection in the public sector. Such a framework should clarify the status of government institutions as data 

controllers, joint controllers, or processors in inter-agency data sharing. It should also regulate standards for data 

minimization, purpose limitation, consent or lawful basis in public services, retention periods, data security, 

accountability logs, breach response, and remedies for citizens. In addition, each government institution operating 

digital public services should develop internal data governance standards, appoint responsible officials, conduct data 

protection impact assessments, and ensure that SPBE platforms are designed according to privacy-by-design and 

rights-by-design principles. 

This study has several limitations. It is based on qualitative legal research and documentary analysis, so it 

does not empirically examine the technical security of specific government platforms or the actual implementation of 

data protection practices within public institutions. It also does not involve interviews with citizens, government 

officials, data protection officers, system developers, or oversight institutions. Therefore, the conclusions of this study 

are primarily normative and conceptual, aimed at formulating a legal framework for state responsibility in personal 

data protection within SPBE. 

Future research should examine the implementation of personal data protection in specific Indonesian digital 

government services, such as population administration, social assistance, online licensing, taxation, health services, 

education platforms, immigration, and digital identity systems. Empirical studies are also needed to assess citizens’ 
awareness of their data rights, the readiness of government institutions to comply with the Personal Data Protection 

Law, and the effectiveness of complaint and remedy mechanisms. Comparative studies with countries that have 

stronger public-sector data governance frameworks, such as the European Union member states, Singapore, South 

Korea, Australia, or Canada, may also provide valuable lessons for strengthening Indonesia’s SPBE governance. 
Overall, this study affirms that digital government must be built not only on efficiency and interoperability, 

but also on constitutional responsibility. SPBE will gain public legitimacy only when citizens can trust that their 

personal data is processed lawfully, transparently, securely, proportionately, and accountably. Therefore, Indonesia’s 
digital government transformation should move from a platform-based model toward a rights-based model of SPBE, 

where personal data protection becomes a core element of democratic, accountable, and constitutionally oriented 

public administration. 
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