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This study explores the InterPlanetary File System (IPFS) as a decentralized
storage solution aimed at reducing dependence on centralized cloud systems.
The research analyzes how the integration of IPFS with blockchain and smart
contracts can enhance data security, maintain data availability, and minimize
censorship risks in digital environments. This topic is relevant because central-
ized storage still places control in a single point, creating vulnerabilities to cy-
berattacks, unauthorized access, and failures caused by system dependency. Al-
though several studies have discussed IPFS in different contexts, there is a clear
gap in the absence of a structured comparative explanation showing how IPFS,
blockchain, and smart contracts operate together in decentralized data gover-
nance. Using a qualitative literature review from reputable academic sources,
this study synthesizes existing findings into a clearer conceptual mapping. The
novelty lies in the development of a comparative matrix that unifies previous
technical insights, providing a more accessible understanding of how decen-
tralized technologies support secure and censorship-resistant data ecosystems.
The results indicate that IPFS preserves data authenticity through cryptographic
hashing, improves data availability through distributed replication, and reduces
censorship risks because access does not depend on a central authority. How-
ever, several challenges remain, including latency, uneven node distribution, and
the difficulty of fully removing stored data. Overall, the study concludes that
IPFS shows strong potential for future digital infrastructure, yet its adoption
requires strategic planning, supportive policies, and gradual implementation to
ensure sustainability and operational effectiveness across diverse technological
environments
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1.

INTRODUCTION

In today’s rapidly evolving digital world, data has become one of the most valuable resources across
various sectors, including business, government, and daily life [1]. As the volume of internet based activities
and technological advancements increase, the need for storage systems that can efficiently handle, manage, and
secure large amounts of data has grown substantially [2].

Journal homepage: https://journal. pandawan.id/b-front


https://doi.org/10.34306/bfront
https://orcid.org/0000-0001-6818-5142
https://orcid.org/0009-0003-0900-1181
https://orcid.org/0009-0006-0182-7773
https://orcid.org/0009-0008-4805-1524
https://orcid.org/0009-0001-7048-2231
mailto:herman@uhnp.ac.id
mailto:willyaachmad@unpas.ac.id
mailto:nur.aulia@raharja.info
mailto: sucarusdian@stieyasaanggana.ac.id
mailto: thom.green@eesp.io
https://creativecommons.org/licenses/by/4.0/
https://10.34306/bfront.v5i2.896
https://creativecommons.org/licenses/by/4.0/
https://journal.pandawan.id/b-front

Blockchain Frontier Technology (B-Front) a 125

Centralized cloud storage solutions, which rely on servers in a single location, remain among the most
widely used options. Services such as Google Drive, Dropbox, and Amazon S3 offer flexibility, integration,
and convenient access. However, these systems are not without their drawbacks, such as vulnerabilities to
cybersecurity threats, privacy concerns, limited access in case of server failures, and the overbearing control of
centralized service providers [3].

To address these challenges, decentralized data storage systems are emerging as a solution [4]. By
distributing data across a network of interconnected nodes, these systems reduce reliance on any single point,
thus improving security and accessibility [5]. In this model, users act not only as consumers but also as
contributors to the storage ecosystem [6].

The IPFS is a widely recognized decentralized storage technology. It operates as an open source, peer
to peer protocol that enables the storage and sharing of files using content based addresses rather than their
physical location [7]. Every file or its segment is given a distinct cryptographic hash, which enables immediate
verification of its authenticity across the network [8].

One of the most popular decentralized data storage systems is the IPFS. An open source peer to peer
protocol called IPFS makes it possible to store and distribute files using content addresses rather than physical
locations [9]. Each file or file chunk is uniquely identified by a cryptographic hash, which enables realtime
data authenticity verification on the network and supports safe and dependable information systems in line with
SDGs 16 [7].

This study seeks to evaluate and synthesize the existing research on the IPFS in decentralized cloud
storage. By reviewing a range of studies and practical cases, this research aims to explore how IPFS can address
key limitations seen in centralized cloud storage, particularly with respect to data security, access availability,
and resistance to censorship. Given the growing interest in decentralized technologies, this analysis will be
crucial in understanding how IPFS can meet the demands of modern data storage needs [10]. The core focus of
this research revolves around three main areas: enhancing data security, ensuring reliable service availability,
and combating censorship. With regard to data security, IPFS leverages cryptographic hashing and content
based addressing, which guarantees the integrity and authenticity of stored data. In terms of availability, the
system’s design, which involves replicating data across various nodes, reduces the risks of service outages and
enhances overall data accessibility. Additionally, IPFS decentralized structure naturally offers resistance to
censorship, as no single authority can control the data stored across the network, protecting the freedom of
information.

The goal of this study is to examine and evaluate the corpus of research on IPFS usage in decentralized
cloud storage. This study is primarily concerned with data security, service accessibility, and censorship resis-
tance. By comprehending the prospects, challenges, and future directions of IPFS development, this research
is anticipated to contribute to SDGs 9 and SDGs 16 by promoting innovation, inclusion, and robust digital
institutions. This will help create a more equitable, secure, and transparent data storage system [11].

2. LITERATURE REVIEW

The advancement of decentralized cloud storage through the IPFS emphasizes three essential dimen-
sions. Data Security, Service Availability, and Resistance to Censorship [12]. Over the past few years, various
studies have examined both the potential and limitations of IPFS as a foundational technology for decentralized
data management and storage ecosystems.

To address the inherent weaknesses of centralized cloud infrastructures—such as privacy concerns,
single point failures, and third party control IPFS introduces a peer to peer, content addressed architecture.
Unlike traditional storage systems that depend on physical server locations, IPFS distributes and retrieves data
based on its cryptographic hash, ensuring data redundancy, authenticity, and independence from centralized
authorities [13].

From a security perspective, IPFS utilizes a hash based addressing mechanism that guarantees file
immutability and integrity. Each modification to stored data results in a unique hash, allowing the network
to verify authenticity automatically [14]. When integrated with blockchain technology, IPFS enhances trans-
parency and immutability by maintaining tamperresistant records. However, studies also highlight ongoing
challenges such as limited scalability, inconsistent node distribution, and latency issues that must be resolved
for broader deployment [15].
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User authentication represents another critical component in decentralized frameworks. In blockchain
integrated IPFS environments, digital wallets serve as secure identity verifiers, while two factor authentication
(2FA) provides additional security assurance. Despite these innovations, large scale implementation still faces
challenges regarding accessibility, interoperability, and usability across diverse user bases [16].

The use of smart contracts provides automation and transparency in managing access control. These
self executing agreements define policies for data interaction, such as who can upload, read, or modify files,
without relying on centralized intermediaries [17]. This concept aligns with the User Based Access Control
(UBAC) model, which empowers users with complete authority and ownership over their digital assets address-
ing one of the major limitations of conventional cloud storage [18].

Regarding data availability, IPFS ensures persistent access through distributed data replication across
multiple nodes. This approach reduces dependency on any single point of failure. Nevertheless, when IPFS
nodes are hosted on major commercial clouds, concerns arise over recentralization risks, thereby emphasizing
the need for a more equitable and geographically diverse node distribution to preserve the true essence of
decentralization [19].

Building on previous studies, the integration of IPFS, blockchain, and smart contracts forms a robust
foundation for secure, distributed, and censorship resistant storage infrastructures. Additionally, the emergence
of Filecoin as a token based incentive mechanism further promotes long term sustainability by encouraging
active participation within decentralized storage ecosystems [20].

Table 1. Synthesis of IPFS Utilization in Decentralized Storage

Research Focus Methodology Key Findings
Blockchain Analysis of blockchain platforms, . Block.c.ham ensures data
. immutability, enhances storage
Technology and Data  consensus mechanisms (PoW, PoS), . .
. . . integrity, and enables secure access
Security and applied cryptographic models. .
management via smart contracts.
IPFS ensures redundancy and
Decentralized Comparative evaluation of IPFS and glf)bal a.cc'esmblhty, while F}lecom
. . . incentivizes users to contribute
Storage Solutions Filecoin frameworks. . .
storage capacity, enhancing
ecosystem sustainability.
User Authentication Examination of digital wallet Blockcham v aue“ offer encrypted
] . identity validation, and two factor
in Blockchain management and 2FA .
. . authentication further strengthens
Systems implementations.

user verification.

Access Control in ~ Implementation studies utilizing smart ~Smart contracts support transparent
Decentralized Cloud contracts for granular data access and automatic access policies based
Systems management. on user defined preferences.

Decentralized, user centered models
increase transparency, enhance
privacy, and improve trust in data
management systems.

Conceptual analysis of ownership
structures and their implications for
data privacy and trust.

User Controlled Data
Ownership Models

As outlined in Table 1, previous research highlights that the synergy between IPFS, blockchain, and
smart contracts contributes significantly to building transparent, secure, and censorship resistant data infras-
tructures [21]. Blockchain introduces a distributed trust mechanism, while IPFS provides the architectural
foundation for efficient peer to peer storage. Meanwhile, smart contracts and authentication systems ensure
equitable access control and reinforce privacy preservation [22].

However, despite these advancements, the reviewed literature consistently identifies challenges re-
lated to network scalability, infrastructure readiness, and user adoption [23]. Addressing these aspects through
ongoing technical refinement and policy development will be vital to achieving sustainable implementation of
decentralized storage technologies [24].
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3.  RESEARCH METHOD

The research methodology used in this study was a qualitative literature review. This approach was
selected in order to obtain a thorough grasp of the fundamentals, uses, difficulties, and opportunities associated
with IPFS technology in the context of decentralized data storage. It enables the researcher to methodically
review earlier research findings, especially those examining how IPFS might be integrated with blockchain
and smart contracts. Various scientific articles published in international journals and conference proceedings
were among the data sources gathered from reputable academic databases like Google Scholar, IEEE Xplore,
SpringerLink, and arXiv [25].

Data security, service availability, and censorship resistance are the three primary topics into which
the material was divided using thematic analysis. Every reference was examined according to its study goal
(referred to as Method X) and methodological approach (referred to as Method Y). This categorization offered
an organized perspective on the evolution and implementation of IPFS in diverse settings. A SOTA Matrix
table was then created using the results to help with comparison and to recommend future lines of inquiry [26].

The use of a qualitative literature review does, however, have certain methodological limitations for
technical conference settings like IEEE or Scopus indexed venues, which usually highlight innovative technical
contributions from simulations, experiments, or prototype implementations. Therefore, in order to enhance its
technical contribution, future research should strive to incorporate empirical validation or system level experi-
ments, even though this study provides conceptual and analytical insights [27].

Table 2. SOTA Matrix of IPFS Based Decentralized Storage Studies

Title / Method (X) Novelty Future
Reference Result (Y) Direction
Y becemraine " Sorage cvauion, . Bahanced blockehain_ mplementtion i
: ; realtime enterprise
Architecture for Y: Integration of blockchain and IPES security model. environments.
Cloud Storage IPFES for secured access management.
Decentralized Secure X: Comparative approach between Decentralized Development of
Storage of Medical ~traditional and decentralized models. framework healthcare
Records Y: Demonstration of IPFS in for healthcare data. focused decentralized
medical data protection. applications.

Toward Decentrali- X: Literature based analysis. Address technical

Comprehensive study

zed Cloud Storage  Y: Assessment of IPFS scalability 4 [PFS limitations. adoption and
with IPFS and constraints. infrastructure readiness.
Lightweight X: Data simulation zfmd performance  Novel duplication Integration in real world
Hash Based De evaluation. algorithm for large  .joud environments.

Y: Self detecting chunk mechanism
for storage optimization.

Duplication System scale data.

Integrated Blockch- X: Prot(?type development of Secure decentralized Expand applicability
ain IPFS for Code repository management. DevOps repository to CI/CD
Hosting Y: “Middleman” model framework. and DevOps
utilizing IPFS and smart contracts. systems.

Integration of
blockchain IPFS
in data
integrity assurance.

Secure Data Trans-
fer via IPFS and
Smart Contracts

X: Case study in construction sector.
Y: Implementation of smart contracts
for transparent data sharing.

Extend adoption
to broader
industrial infrastructure.

X: Prototype testing for

Decentralized . Improved data Enhance usability
decentralized . -
Document Storage security and and scalability for
. file management. .
Using IPFS user transparency. large scale adoption.

Y: Implementation of public ready
IPES based document storage.

Using the SOTA Matrix table, numerous research have looked at the combination of IPFS and blockchain
for decentralized data storage. For example, according to Table 2, the concept applies to sensitive healthcare
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data while emphasizing architectural design for larger cloud systems. These tests demonstrate how merging
blockchain technology with IPFS may improve security and user control. Meanwhile, an evaluation of IPFS
highlights technical issues like scalability and uneven node deployment and calls for further research to over-
come these infrastructure gaps so that adoption can increase [28].

Some research indicate lightweight hash based de duplication techniques as a technical optimization to
increase storage efficiency in large scale digital environments. Other study offers a decentralized source code
repository approach that offers a safe substitute for version control in software development by combining
IPFS and smart contracts in a "Middleman” architecture [29]. These studies provide fresh perspectives on
the potential applications of decentralized technologies to improve data efficiency, control, and redundancy
management.

Because IPFS is still a relatively new technology and a synthesis of previous work is necessary to
provide a baseline before experimental validation, a literature study was chosen. However, because the analysis
is based on pre existing data, this approach restricts the originality of empirical findings [30].

In order to overcome this constraint, future studies will incorporate the modeling and prototype imple-
mentation of IPFS combined with blockchain for performance evaluation, with a specific emphasis on latency,
throughput situations [31].

4. RESULT AND DISCUSSION

The analysis encompasses a diverse body of literature that investigates the implementation of IPFS
technology in decentralized cloud storage systems. This exploration focuses on understanding how IPFS con-
tributes to reshaping data storage infrastructures by offering an alternative to centralized models that often
suffer from single points of failure and privacy vulnerabilities. Through a synthesis of prior studies, the re-
search highlights the conceptual foundations and technological advancements that make IPFS a viable solution
for distributed data management.

The discussion is structured around three central analytical themes: data security, service availability,
and censorship resistance. Each theme serves as a crucial benchmark for evaluating the stability, reliability, and
transparency of decentralized cloud systems. The emphasis on these dimensions allows for a comprehensive as-
sessment of IPFS performance in addressing challenges that persist in centralized systems, such as unauthorized
access, downtime, and control by dominant service providers. The analysis not only identifies the advantages
of IPFS but also critically examines the technical trade offs that accompany its adoption. While IPFS offers
enhanced data integrity and availability through peer to peer replication and cryptographic verification, it also
presents challenges in scalability, latency, and infrastructure management. By comparing these strengths and
weaknesses across various implementations, the study underscores that IPFS represents both a technological
innovation and a strategic shift toward more open, resilient, and censorship resistant data ecosystems.

IPFS Data Availability Resistance to
Security of Services Censorship

=

E=heal

Figure 1. Key Advantages of IPFS in Security, Availability, and Censorship Resistance

Figure 1 illustrates the three main benefits of IPFS, strong resistance to censorship due to its decentral-
ized architecture, continuous data availability through replication across several nodes, and secure data security
via cryptographic hashes. As a result, IPFS is a stable and open decentralized data storage option [32].
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4.1. IPFS Data Security

The findings of this research highlight that IPFS serves not only as a technological advancement but
also as a strategic solution to modern data management challenges. Its decentralized architecture minimizes
reliance on centralized systems and promotes user independence, while its content based addressing mecha-
nism ensures the authenticity and reliability of stored data. Moreover, IPFS proves particularly significant in
environments where information accessibility and freedom are threatened, thanks to its strong resistance to
censorship.

The reviewed literature consistently highlights this synergy as a foundation for tamper proof and trans-
parent data governance frameworks. However, some studies emphasize that this integration also introduces
computational overhead and storage redundancy challenges that require optimization for large scale deploy-
ments. Hence, while IPES represents a major advancement in data authenticity and traceability, its long term
scalability and processing efficiency remain open research questions requiring further empirical validation [33].

4.2. Availability of Services

Data is stored across several nodes using IPFS’s automatic replication technology, which guarantees
that data is still available even in the event that some nodes go down. Multiple node IPFS systems have been
shown in tests to be able to avoid the complete failures that frequently happen in centralized cloud systems
[34].

Furthermore, even in areas lacking extensive cloud infrastructure, data availability is increased by the
worldwide spread of IPFS nodes [35]. As more IPFS nodes are dispersed over nations and areas, there is a
greater chance to create a reliable and user friendly storage system [36].

Nevertheless, there are performance trade off associated with this availability benefit [37]. IPFS’s
distributed architecture can present serious issues with latency and data retrieval speed, according to the re-
search, especially those cited by Doan et al. IPFS must carry out content discovery over a network of peers,
in contrast to centralized systems where data location is known [38]. Variable latency may arise from this
procedure, particularly for data that is not frequently replicated across numerous nodes or is not popular [39].
A significant obstacle to IPFS adoption in applications that require immediate or fast data access, like real time
video streaming or high frequency data transactions, is this practical performance constraint [40].

4.3. Resistance to Censorship

The decentralized nature of IPFS allows it to operate without reliance on a single centralized server or
domain, making it inherently resistant to censorship, data deletion, or access restrictions [41]. By distributing
files across a vast peer to peer network, IPFS ensures that information remains retrievable even when individ-
ual nodes are offline or blocked. Several real world implementations have demonstrated its ability to bypass
government imposed internet restrictions by creating alternative data access routes, thus maintaining the free
flow of information across the digital ecosystem [42].

Despite these advantages, existing literature highlights the challenges of recentralization. When the
majority of IPFS nodes are hosted on dominant commercial cloud providers, such as AWS or Google Cloud, the
principle of decentralization can be undermined. This reliance risks reintroducing vulnerabilities to censorship,
as these providers may still comply with external regulations or content removal requests. Researchers warn
that such infrastructure concentration could transform a theoretically open network into one that exhibits the
same vulnerabilities as centralized storage systems.

To solve this problem, a recent study proposed an incentive based framework that encourages broader
participation in the IPFS ecosystem. One notable example is Filecoin, which rewards individuals and small or-
ganizations for providing storage capacity, encouraging a more diverse and resilient distribution of nodes. This
mechanism aims to democratize data storage and minimize dependence on major service providers. However,
the practical effectiveness of such incentives in achieving longterm decentralization and combating censorship
remains an important area for further research, particularly in understanding the economic sustainability and
dynamics of user engagement in distributed storage networks [43].

4.4. Interpretation and Discussion

Collectively studies illustrate that IPFS is not merely a technological innovation but a strategic trans-
formation in how modern data management is conceptualized. As a decentralized framework, IPFS minimizes
reliance on central authorities and enhances user autonomy. Through content based addressing, it ensures
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data integrity and traceability across distributed systems, making it a significant advancement over traditional
centralized models [44].

The findings of this research reaffirm that IPFS functions both as a technical breakthrough and as a
strategic response to the growing challenges of digital data governance. By eliminating dependence on cen-
tralized servers, IPFS empowers users to maintain control over their information while ensuring transparency
in data transactions. Its decentralized nature aligns well with the evolving demand for secure and open data
ecosystems that promote collaboration without compromising integrity.

In contexts where information freedom is at risk, IPFS demonstrates exceptional relevance due to its
inherent resistance to censorship. By distributing data across multiple nodes globally, it allows users to access
and share content even under restrictive environments. This characteristic positions IPFS as a key enabler of
digital resilience, supporting the free flow of information while mitigating risks associated with centralized
control or political influence.

Beyond these strengths, a deeper comparative review of the literature uncovers both complementary
and divergent perspectives among existing studies. Some researchers advocate for large scale architectural in-
tegration to achieve enterprise grade efficiency, while others focus on lightweight, modular implementations
tailored for specific applications. These varying priorities underscore the need for future research to explore
hybrid models that balance scalability, performance, and adaptability in decentralized data management sys-
tems.

Table 3. Simplified Comparison of Selected IPFS Based Studies

Study Main Focus Strengths Weaknesses
[45] Blockchain integrated cloud Secure design for enterprise  Lacks implementation and
architecture systems scalability testing
[46] IPFS and smart contract Flexible and transparent for Limited for large scale
“Middleman” model development use deployment
[47] Review of IPFS challenges Identifies key technical Offers little empirical
and opportunities issues validation

A range of concentration throughout the literature is revealed by the comparative analysis in Table 3.
Emphasize architectural integration as a way to accomplish both security and functionality [48]. Studies like
the one by Doan et al, on the other hand, are more grounded and demonstrate how network performance causes
adoption barriers in the real world. They raise the crucial point that unless a global solution to data retrieval
latency is found, IPFS’s potential benefits will be difficult to realize in speed sensitive commercial applications.
Future research ought to concentrate on this important discrepancy between excellent architectural design and
useful functionality.

These opposing strategies show that user accessibility, implementation complexity, and system scala-
bility are all traded off. Future studies should focus on combining these advantages using hybrid frameworks
that combine effective and modular designs appropriate for a range of use cases with strong enterprise level
security [49].

A thorough examination of the body of extant material also reveals a basic conflict between the practi-
cal reality of infrastructure dependency and the theoretical promise of IPFS’s resistance to censorship. Despite
the intrinsic decentralization of the IPFS architecture, the deployment of its nodes has a significant impact on
how effective it is in practice. If node centralization is not proactively addressed, its censorship resistance
may become more of a theoretical idea than a real world assurance [50]. Therefore, to ensure sustainable de-
centralization, future research should seek to simulate the economic consequences of incentive systems and
community driven deployment tactics in addition to focusing on prototype validation [51].

It’s also crucial to remember that this study’s Results and Discussion section mostly summarizes
previous research rather than offering brand new empirical data [52]. This method lacks direct experimental
validation, yet offering insightful conceptual information [53]. Future research could properly evaluate the
performance and scalability of IPFS based systems using comparing simulations, prototype assessments, or
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empirical testing to bolster the technical and critical depth.

5. MANAGERIAL IMPLICATION

The decision to implement the IPFS should be viewed as a strategic organizational initiative rather
than a simple technical deployment. The transition to decentralized storage influences how an organization
allocates budgets, structures its teams, and enforces data governance. Therefore, managers need to assess
organizational readiness and understand the changes that accompany this technology.

5.1. A shift in investment and the need for specialized skills

IT managers need to understand that typical IT teams cannot handle the implementation of IPFS com-
bined with blockchain. Employers will have to spend money on people with specific expertise, such blockchain
coders, smart contract auditors (for security), and DevOps engineers with knowledge of decentralized systems.
Expenses are shifted from capital expenditures (CapEx) on servers that are unavailable to continuous opera-
tional expenditures (OpEx) for node maintenance, network incentive fees (like Filecoin), or the use of third
party pinning services under this model.

5.2. Performance and availability are traded of

While IPFS enhances data availability by eliminating dependence on a single central server, perfor-
mance may vary depending on node distribution. Retrieving files through a peer to peer network can take
longer, especially when nodes are located across multiple geographical regions. Additionally, maintaining high
availability requires storing multiple copies of data, which increases redundancy related costs. Operational
leaders must weigh the organization’s tolerance for slower retrieval times against the benefits of higher system
resilience and failover capability.

5.3. A paradigm shift in compliance and data governance

The adoption of the IPFS complex implications for regulatory compliance and organizational data
governance. Unlike centralized storage, where data remains within a controlled infrastructure, IPFS disperses
content across multiple independent nodes, forming a persistent and redundant network. Once information
is distributed, removing or altering it becomes technically impractical. This creates inherent tension with data
protection frameworks most notably the General Data Protection Regulation (GDPR) that guarantee individuals
the legal right to request erasure of personal data. Therefore, organizations must reconsider their data handling
principles, especially when dealing with confidential, sensitive, or legally protected information.

To mitigate exposure to regulatory violations, governance mechanisms must be embedded at the ear-
liest stages of IPFS adoption. This requires close coordination between legal, cybersecurity, and compliance
units to develop preventive safeguards. Practical measures may include encrypting data prior to distribution,
implementing selective pinning practices to control the persistence of stored files, and employing hybrid ar-
chitectures that place sensitive information on managed repositories while leveraging IPFS for public or non
regulated content. Through these strategies, organizations maintain control over the lifecycle of stored data
while still benefiting from decentralization.

Integrating IPFS within institutional workflows is not merely a technical enhancement it demands a
reorientation of organizational structures and decision making processes. Shifting from a centralized authority
model to decentralized data governance involves reallocating budgets, redefining internal performance indica-
tors, and revising accountability frameworks. This paradigm shift requires organizations to accept a shared
responsibility model, where control is distributed rather than concentrated. If approached strategically, IPFS
enables institutions to achieve long term resilience, transparency, and sustainability in digital information man-
agement.

6. CONCLUSION

This study concludes that the IPFS presents a strong alternative to centralized cloud storage, partic-
ularly in addressing critical issues such as data security, service availability, and censorship resistance. By
applying a qualitative literature review, the findings demonstrate that IPFS enables content based addressing
supported by cryptographic hashes, ensuring data integrity and authenticity across distributed storage nodes.
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When combined with blockchain and smart contracts, IPFS strengthens decentralized data governance by en-
abling immutable records and automated access control.

Furthermore, the adoption of IPFS significantly improves service availability because data replication
across multiple nodes eliminates the risks of single point failures commonly found in traditional cloud systems.
The decentralized architecture ensures that content remains accessible even when some nodes are offline or
subject to external interference. In censorship sensitive environments, IPFS shows superiority by maintain-
ing information accessibility regardless of network restrictions, which supports the principle of information
freedom and aligns with global demands for transparent data ecosystems

Nevertheless, several challenges must be addressed before large scale adoption becomes feasible. The
literature indicates obstacles related to network latency, uneven node distribution, and compliance issues with
data deletion regulations. Future studies should therefore focus on prototype implementation and performance
testing to assess real world effectiveness, especially in large scale or enterprise environments. With continuous
refinement and broader adoption efforts, IPFS has the potential to serve as the backbone of future decentralized
and censorship resistant digital ecosystems.
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