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Abstract

Blockchain technology has emerged as a key pillar in the development of Economy 5.0, offering
innovative solutions to increase transparency and security in economic transactions. The
technology enables the recording of transactions to be immutable and easily traceable by all
parties involved in the network, reducing the possibility of fraud and errors. In addition, with its
ability to secure data through complex cryptography, blockchain provides high protection against
cyberattacks and data manipulation. In addition to providing security and transparency,
blockchain utilization also enables the automation of business processes through the use of smart
contracts, as well as strengthening integration between economic sectors. Overall, the adoption
of blockchain in Economy 5.0 promises to improve operational efficiency, drive innovation, and
support more sustainable and inclusive economic development.
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INTRODUCTION

The first Industrial Revolution began in the late 18th century with James Watt's
invention of the steam engine, which revolutionized production and transportation through
mechanization. This era marked a shift from human and animal power to machines, resulting
in increased production in sectors like textiles and mining. While the revolution led to
significant urbanization and economic growth, it also introduced new challenges, such as
poor working conditions and rising social inequality (Aoki, 2022).

The Second Industrial Revolution, occurring in the late 19th and early 20th centuries,
was driven by the advent of electricity, mass production, and the assembly line. Innovations
like the telegraph, telephone, and automobiles transformed communication and
transportation, while enhancing production efficiency. These advancements led to improved
living standards but also raised issues such as worker exploitation and the environmental
consequences of widespread industrialization (Park & Yun, 2022).

In the 21st century, the Fourth Industrial Revolution ushers in the digital era,
characterized by the convergence of technologies such as artificial intelligence (Al), the
Internet of Things (IoT), and blockchain. We are now transitioning toward Economy 5.0,
which integrates technology with a humanitarian focus. Economy 5.0 places humans at the
center of technological innovation, striving to create a sustainable, inclusive, and welfare-
oriented society (Mougayar, 2016). Within this framework, blockchain plays a pivotal role
in ensuring transparency and data security, thereby fostering a fairer, more efficient
economic system and building trust among economic participants.

Blockchain technology has emerged as a potential solution to many challenges. It is
a distributed, decentralized digital data storage system that records transactions in
interconnected blocks, forming a continuous chain. Each block contains a collection of

SINOMICS JOURNAL | VOLUME 4 ISSUE 1 (2025) 45
WWW.SINOMICSJOURNAL.COM




Loso Judijanto!, Silvia Ekasari?, Al-Amin®
DOI: https://doi.org/10.54443/sj.v4i1.464

Blockchain: Transparency and Security Technology in Economy 5.0 %hgﬂrg
=

transaction data and a unique cryptographic hash that links it to the previous block, ensuring
a secure and verifiable chain of continuity (Roberts, 2022). Unlike traditional systems, no
single entity controls the data in the blockchain; instead, it is stored across multiple
computers (nodes) in a peer-to-peer network. Initially introduced by Satoshi Nakamoto in
2008 as part of the Bitcoin cryptocurrency, blockchain has since been adopted for
applications beyond the financial sector (Martinez & Hernandez, 2023).

The significance of blockchain lies in its transparency, security, and efficiency. Since
every transaction is recorded publicly and can be verified by all participants in the network,
it reduces the risk of fraud and corruption. Its decentralized nature also enhances data
security, as there is no single point of failure vulnerable to cyberattacks (Patel, 2023).
Moreover, by eliminating intermediaries who typically handle transactions, blockchain can
streamline processes and lower operational costs. Its potential to improve efficiency and
create fairer, more transparent systems spans across various sectors, including finance,
supply chain, healthcare, and even government (Gupta & Sen, 2022).

However, the widespread adoption of blockchain technology faces several
challenges. While blockchain can increase transparency, improper implementation or a lack
of technical understanding could introduce new security risks. Additionally, regulatory
issues and public acceptance remain significant obstacles to its broader adoption. This
highlights the gap between blockchain's potential to enhance efficiency and security, and the
practical realities of its application in society (Lee, 2022). Therefore, in-depth research is
needed to understand how blockchain can be effectively integrated into various economic
sectors and to overcome the existing barriers. This includes examining the social and
economic impacts of the technology and developing a regulatory framework that encourages
innovation while safeguarding the public interest.

METHOD

This study employs the literature research method, often referred to as a library study.
The literature research method involves collecting and analyzing information from various
written sources, such as books, scientific journals, research reports, articles, and other
relevant documents. The primary goal of this method is to gain a comprehensive
understanding of the topic under investigation and to develop a solid theoretical foundation
for the research being conducted (Tranfield et al., 2003; Machi & McEvoy, 2016).

In this process, researchers identify, evaluate, and synthesize relevant literature to
support the conceptual framework and formulate hypotheses. This approach allows
researchers to review previous findings, identify existing knowledge gaps, and establish
directions for further research. Therefore, literature research is crucial in ensuring that the
study is grounded in existing knowledge and contributes to the ongoing development of
scientific understanding (Ridley, 2012).
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RESULTS AND DISCUSSION
The Role of Blockchain in Economic Transparency

Blockchain is a technology designed to create a secure and decentralized database.
In the context of the economy, it can be used to record transactions in a transparent and
incorruptible manner, allowing all parties to verify the data accurately. Each transaction is
stored in a block, which is linked chronologically in a chain. Each block contains a
cryptographic hash of the previous block, creating a continuous and secure chain. As a result,
blockchain provides a trustworthy, transparent system that can be relied upon by various
stakeholders (Watson, 2022).

A key role of blockchain in promoting economic transparency is its ability to prevent
fraud and corruption. Through immutable records, blockchain enables each transaction to be
clearly verified and tracked. Any attempt to manipulate the data would be immediately
detected, as changes require approval from the majority of the network. In sectors such as
government and finance, this feature is essential for safeguarding public funds and financial
transactions from misuse (Deloitte, 2020).

Blockchain also contributes significantly to improving operational efficiency. By
eliminating intermediaries, transactions can occur directly between the involved parties. This
not only accelerates the transaction process but also reduces the operational costs typically
associated with third-party intermediaries who handle processing and verification.
Businesses can save time and costs previously allocated to transaction handling by
integrating blockchain into their ecosystem (Zhang & Wang, 2023).

In supply chain management, blockchain provides greater visibility and
accountability. By recording every step of the supply chain—from sourcing raw materials to
delivering finished products to consumers—blockchain enables companies to track and
ensure the quality and authenticity of their products. Consumers benefit as well, as they can
access detailed information about the origin and journey of the products they purchase,
fostering greater trust and credibility (Brown, 2023).

In the digital economy, transaction risk is a significant concern. Blockchain helps
mitigate this risk by offering a more secure and transparent system for financial transactions.
Each transaction is verified by a vast network of computers, and decentralization ensures
that no single entity has full control, minimizing the risk of fraud. This provides greater
certainty to all participants regarding the validity of the transactions (Swan, 2015).

On a global scale, blockchain has the potential to strengthen economies by creating
a more transparent and secure system for cross-border trade. Digital currencies, such as
Bitcoin and Ethereum, based on blockchain technology enable faster and more cost-effective
international transactions compared to traditional financial systems. This is especially crucial
for developing countries with limited access to conventional financial services (Crosby et
al., 2016).

Blockchain can also be adopted in public services to increase government
transparency and accountability. For instance, public asset recording, social assistance
distribution, and voting can be managed through blockchain to ensure that the recorded data
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cannot be tampered with. This reduces the likelihood of corruption and ensures that public
resources are distributed fairly and efficiently (Rossi & Pattanayak, 2022).

For consumers and investors, blockchain provides significant benefits in terms of
access to information and trust. The transparency of blockchain allows consumers to trace
the origin and journey of products, while investors can be assured that the companies they
invest in meet high ethical and transparency standards. This fosters increased participation
in the economic market and creates a fairer, more trustworthy environment for all parties
involved (Tapscott & Tapscott, 2016).

By implementing blockchain technology, the global economy can move toward
greater transparency, accountability, and efficiency, benefiting companies, governments,
and individuals worldwide.

Economic Security through Blockchain

Blockchain, the underlying technology for cryptocurrencies such as Bitcoin, holds
tremendous potential to enhance economic security across various sectors. By distributing
data into blocks linked through cryptographic methods, blockchain offers numerous
advantages that can contribute to the development of a more transparent and secure economy
(PwC, 2018).

First, the blockchain system ensures that every transaction is permanently recorded
and cannot be altered. This is crucial in reducing the risks of forgery and fraud, as each
transaction record is verified by a decentralized computer network. In contrast, traditional
systems often store transaction records on centralized servers, which are vulnerable to cyber-
attacks. With blockchain, there is no single point of failure that can be exploited to attack
the system (Cooper, 2010).

Second, blockchain technology enables the use of smart contracts, which automate
agreements and transactions based on pre-established conditions. These smart contracts
eliminate the need for intermediaries in economic exchanges, saving time and costs.
Moreover, because these contracts execute automatically, the risk of human error is
minimized (Harris, 2023).

Third, in the financial services sector, blockchain has the potential to drastically
improve payment systems and cross-border money transfers. International transactions,
which typically take days and incur high fees, can now be completed in minutes or even
seconds, making the process more efficient and cost-effective. This development also
provides significant opportunities for people in remote areas or developing countries who
previously lacked access to traditional banking services (Chen, 2023).

Fourth, blockchain strengthens reliability in asset recording, such as in the property
or land rights sector. Records stored on blockchain are far more difficult to manipulate
compared to those stored on paper or centralized servers. This transparency simplifies the
buying and selling process, as property records are easily accessible to all interested parties
(Singh, 2023).

Fifth, in the supply chain sector, blockchain enables all parties involved in the
production process, from manufacturing to product delivery, to track and verify each step in
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real-time. This not only enhances efficiency but also ensures product quality and the
accuracy of claims made by various parties. For instance, in the food industry, recalls of
defective or expired products can be carried out more swiftly and precisely (Underwood,
2016).

Sixth, in corporate governance and accounting, blockchain facilitates the auditing
process and ensures financial transparency. Since blockchain records cannot be altered and
can be easily audited by third parties, the risk of fraud or data manipulation is significantly
reduced. This helps restore the trust of investors and other stakeholders in the company
(Simonsen, 2022).

Seventh, governments can leverage blockchain to improve efficiency and
transparency in public services. For example, in general elections, blockchain can guarantee
that every vote cast is valid and accurately recorded, eliminating the risk of fraud.
Additionally, blockchain can be used to track every transaction or expenditure within the
state budget, reducing the potential for corruption and misuse of public funds (Li & Li,
2022).

In conclusion, blockchain has immense potential to enhance overall economic
security. As more companies and governments adopt this technology, a future that is more
transparent, efficient, and secure is becoming increasingly achievable. However, to fully
realize the potential of blockchain, challenges such as regulation, scalability, and technology
adoption must first be addressed.

Blockchain Implementation Challenges

The implementation of blockchain technology offers numerous benefits, including
transparency, security, and operational efficiency. However, several significant challenges
must be overcome to fully maximize its potential. One of the primary challenges is
inadequate regulation. Many countries lack a clear legal framework to govern this
technology, which creates legal uncertainty. This uncertainty can deter companies from
adopting blockchain, as they may be reluctant to face potential legal risks (Zhao, 2023).

In addition to regulatory issues, scalability is another major concern. Blockchains are
decentralized by nature, and the process of validating transactions can be time-consuming
and resource-intensive, especially for blockchains like Bitcoin and Ethereum. This often
leads to transaction delays and limits the number of transactions that can be processed at
once. For large-scale applications in sectors such as finance or supply chains, greater
efficiency and speed are crucial (Kim & Lee, 2022).

The cost of implementing blockchain technology is also a significant barrier. While
blockchain can reduce operational costs over time by eliminating intermediaries, the initial
implementation can be quite expensive. Large investments are required to build the
necessary infrastructure, such as creating a compatible and secure blockchain system, as well
as training employees to use the new technology. Without support from investors or subsidy
incentives, many companies may hesitate to adopt blockchain (Nakamoto, 2008).

Interoperability between different blockchain platforms presents another challenge.
Currently, there are several types of blockchains, such as Ethereum, Hyperledger, and others,
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which often cannot communicate easily with each other. The lack of a universal standard for
blockchain technology limits the ability to integrate and collaborate across different
platforms, thereby diminishing the overall benefits of decentralization. This issue must be
addressed for blockchain to function effectively within the broader business ecosystem
(Narayanan et al., 2016).

Energy consumption is another challenge that has been widely criticized, particularly
for networks that use Proof of Work, such as Bitcoin. The mining process requires a massive
amount of energy, which has a negative environmental impact. To make blockchain more
sustainable, innovations in more energy-efficient consensus mechanisms, such as Proof of
Stake, are needed. Some newer blockchains have already adopted these mechanisms
(Ethereum Foundation, 2015).

Finally, security and privacy concerns remain critical. Although blockchain is
generally secure due to its decentralized nature, the risk of a 51% attack—where a single
entity gains control over the majority of the network’s hash rate—remains a significant
threat. Additionally, while transactions on blockchains are pseudonymous, concerns about
data tracking and user privacy still persist. Solutions such as zk-SNARKSs and other privacy
protocols are being developed but remain in their early stages and require further research
and field testing.

Blockchain's Future Potential in Economy 5.0

Blockchain technology has significant transformational potential in the evolution of
Economy 5.0—an era where digital technology and innovation are seamlessly integrated
into daily life and business practices. In this new economy, blockchain can facilitate a more
transparent, secure, and efficient system, fostering trust among economic participants
without the need for traditional intermediaries. This applies to areas ranging from digital
identity and financial transactions to supply chains and data management (Nguyen, 2022).

One key area where blockchain can make a substantial impact is in financial services.
Blockchain-based digital currency systems enable fast, low-cost cross-border transactions,
eliminating the need for intermediaries such as banks. Cryptocurrencies like Bitcoin and
stablecoins offer alternatives to the traditional financial system, while smart contract
technology can facilitate secure, automated transactions. This contributes to financial
inclusion by providing access to individuals who are not yet integrated into conventional
banking systems (Aoki, 2022).

In international trade, blockchain can enhance efficiency and reduce fraud. Complex
supply chains can be monitored in real-time through a decentralized ledger, ensuring that
every step—from production to distribution—is permanently recorded and immutable. This
not only increases transparency but also aids in fraud detection and guarantees product
quality. Furthermore, blockchain’s application in origin labeling can help address issues like
counterfeiting (Park & Yun, 2022).

The healthcare sector also stands to benefit from blockchain’s potential to transform
the management and access of patient data. With medical records securely stored on the
blockchain, healthcare providers can easily access data, ensuring patient privacy and consent
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are maintained. This enables faster and more accurate diagnoses and treatments while
reducing the risk of medical errors. Additionally, blockchain can track the distribution of
medications and ensure the authenticity of vaccines or drugs, especially in the context of
global health emergencies (Mougayar, 2016).

Blockchain could also revolutionize the property and real estate sectors, which are
often bogged down by bureaucracy and complex processes. Blockchain simplifies real estate
transactions through smart contracts that automatically execute once certain conditions are
met. This not only saves time but also reduces administrative costs and the need for
intermediaries (Roberts, 2022).

In the realm of identity management, blockchain offers a robust solution for secure
digital identity verification. Blockchain-based identities allow individuals to control their
personal information, granting access only to those who need it, without compromising
privacy. This is particularly important for applications ranging from government services to
online platforms where data security is paramount (Martinez & Hernandez, 2023).

In the arts and entertainment industry, blockchain facilitates the rise of non-fungible
tokens (NFTs), which enable verified digital ownership of artwork, music, videos, and other
digital goods. NFTs provide artists and creators a new way to monetize their work.
Blockchain platforms ensure that creators receive royalties each time their work is sold or
traded on a secondary market, offering a compelling incentive to produce and share art in
the digital era (Patel, 2023).

Blockchain’s potential in voting and government systems can enhance transparency
and public trust. By ensuring that every vote is accurately recorded and immutable,
blockchain reduces the risk of election fraud. Additionally, distributed ledgers can track and
audit government spending, providing citizens with more transparent information about the
allocation of public funds (Gupta & Sen, 2022).

Given all of its potential, blockchain clearly plays a crucial role in shaping the future
of Economy 5.0. However, to fully realize these benefits, collaboration between the private
sector, governments, and the scientific community is essential. Clear regulations, the
development of interoperable standards, and investments in research and development are
critical to ensuring that blockchain technology is widely and safely adopted. By overcoming
these challenges, blockchain could serve as the foundation for a more equitable, efficient,
and transparent economic system in the future.

CONCLUSION

Blockchain, as the technological foundation of Economy 5.0, offers unprecedented
transparency in transactions and data storage. Every transaction recorded in a block on the
blockchain network is visible to every member of the network, reducing the risk of fraud
and error. The system also allows for more effective and accurate tracking of goods and
services, from upstream to downstream.

In addition to transparency, blockchain also provides a very high level of security.
Data stored in the blockchain is almost impossible to change or delete because each block is
linked to the previous block through complex cryptography. This ensures that any attempt
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to change information requires consensus from the majority of the network, making it highly
resistant to hacking and data manipulation attacks.

By leveraging blockchain, Economy 5.0 can achieve greater operational efficiency
through smart contract automation and broader system integration. Blockchain enables
stronger interconnections between different sectors of the economy, from finance to
manufacturing, and expands innovation by reducing barriers to sharing information and
resources. Ultimately, the use of blockchain will support more sustainable and inclusive
economic development.
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