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Abstract

The security of network infrastructure using MikroTik RouterOS is frequently compromised by automated cyber
attacks, such as brute force and port scanning, which require rapid mitigation to prevent unauthorized access.
This research aims to develop an automated mitigation system by utilizing n8n as a low-code workflow
orchestrator to enhance response efficiency. The research method involves integrating RouterOS syslogs with
n8n via a webhook or database trigger, which then automatically executes blocking commands through the
MikroTik API when a threat is detected. The results demonstrate that the system can identify and isolate
malicious IP addresses within seconds, significantly reducing the window of vulnerability compared to manual
administrative intervention. In conclusion, the implementation of n8n provides an effective and scalable solution
for real-time cyber attack mitigation, ensuring better network stability and security.
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1. INTRODUCTION

The rapid advancement of information technology has made network infrastructure a primary target
for various cyber threats [1]. Among the many operating systems used for routing, MikroTik’s
RouterOS is widely utilized across small to large-scale enterprises due to its versatility and feature-
rich environment [2],[3]. However, this popularity also attracts malicious activities, particularly
automated attacks such as brute force on SSH, Winbox, and Telnet services, as well as intensive port
scanning [4]. These attacks, if not mitigated promptly, can lead to unauthorized access, resource
exhaustion, and potential network downtime.

Traditionally, network administrators rely on manual log monitoring and static firewall rules to
defend their systems [5]. This manual approach is often insufficient in facing modern, high-frequency
automated attacks, as the time gap between detection and manual intervention provides a window of
opportunity for attackers to succeed [6]. Therefore, there is an urgent need for an automated
orchestration system that can respond to threats in real-time without requiring constant human
oversight.

This research proposes an automated mitigation system by integrating RouterOS with n8n, a powerful
low-code workflow automation tool [7],[8]. By leveraging the RouterOS API and syslog capabilities,
n8n acts as a central brain that parses incoming security logs, identifies malicious patterns, and
automatically pushes defensive configuration changes back to the router to block the source of the
attack [9]. This approach not only increases the speed of response but also reduces the operational
burden on network security teams.

2. RESEARCH METHODOLOGY

This section provides an explanation of the research stages, describing the logical sequence followed
to achieve the expected research outcomes. The methodology is designed to create a closed-loop
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automation system between MikroTik RouterOS and the n8n orchestration platform. The research is
conducted through several structured phases as follows:

1. System Architecture Design
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Figure 1. Ilustration of System Architecture
[Source: Author, 2026 ]

The system begins with an architectural design that integrates the network layer with the automation
layer, where the RouterOS device is configured to send security logs through the Syslog protocol to a
centralized server that functions as a data listener and triggers the n8n workflow whenever patterns
such as login failures or port scanning are detected. Within n8n, the workflow is built using a low-
code approach, starting with a trigger node that captures incoming log data in real time, followed by a
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filter node that applies regular expressions to extract the attacker’s IP address, a condition node that
checks whether the number of attempts exceeds a defined threshold, and an action node that executes
mitigation commands through the MikroTik HTTP API or SSH [10]. The mitigation strategy relies on
dynamic firewall updates, where confirmed malicious IP addresses are automatically added to a
designated address list called “Blacklist Automation,” and a preconfigured firewall rule drops all
traffic originating from any IP in that list [11]. Finally, the system is tested and validated using
simulated attacks, such as brute force attempts with Hydra and port scanning with Nmap, with
performance evaluated based on detection-to-blocking latency to ensure the automated response is
significantly faster than manual intervention.

3. RESULT AND DISCUSSION

3.1 Data Description

To ensure accurate detection and automated handling of network threats, several key variables are
defined and processed within the n8n workflow. These variables are extracted from incoming log data
and used as parameters for filtering, decision-making, and mitigation actions [12-15]. The following
table presents the main data variables involved in the attack identification process.

Table 1: Data Variables for Attack Identification
[Source: Author, 2026]

No Variable Data Type
1 src_address String
2 dst_port Integer
3 log_message String
4 attempt_count Integer
5 action_status String

The variables listed above serve as the primary parameters for identifying suspicious activities and
triggering automated responses. By structuring the log data into these defined variables, the system
can perform real-time analysis, apply threshold-based conditions, and execute appropriate mitigation
actions efficiently within the n8n workflow.

3.2 Discussion

The implementation of n8n as an orchestrator enables the system to process incoming syslogs from
RouterOS in near real time. Based on the experimental results, the time required to execute a blocking
command can be calculated using a simple latency equation:

total detecti i ti
T otal _ T etec 1on+ Tprocessmg+ Texecu ion )

Where T is the total mitigation time. In manual scenarios, T often exceeds several minutes.
However, with n8n automation, the processing time (Tprocessing) is reduced to less than 1 second.
The system successfully adds the attacker's IP to the RouterOS address list and triggers the firewall
rule to drop subsequent packets. This prevents resource exhaustion on the router during a brute force
attack.

To evaluate the effectiveness of the proposed automation mechanism, a series of controlled
simulations were conducted to compare manual mitigation with the automated approach using the n8n
workflow. The tests focused on two common attack scenarios, namely SSH brute force and port
scanning, and measured the time required for detection, command execution, and overall response.
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The manual scenario represents the typical response of a network administrator without automated
alerts, while the automated scenario reflects the end-to-end process handled by the n8n system within
the same network environment.

The results of the simulation are summarized in the table below:

Table 2: Data Variables for Attack Identification
[Source: Author, 2026]

Attack Type Mitigation Method Detection Time Execution Time Total Response

(s) (s) Time (s)
SSH Brute Manual 90— 180 30-—45 120 —-225
Force
SSH Brute n8n Automation 2-4 1-3 4-17
Force
Port Scanning Manual 180 - 360 30-60 210-420
Port Scanning n8n Automation 3-6 1-3 5-9

As shown in Table 2, the n8n automation system significantly outperforms manual intervention. In the
manual scenario, the delay is caused by the administrator's need to check logs and manually input
firewall rules. In contrast, the n8n workflow processes the syslog trigger instantly and executes the
blocking command via the RouterOS API in under 7 seconds for all attack types. This rapid response
effectively prevents the attacker from exhausting router resources or finding vulnerabilities.

4. CONCLUSION

This research has successfully demonstrated that an automated mitigation system using the n8n
orchestration platform can effectively secure MikroTik RouterOS environments. Our findings,
summarized in Table 2, highlight a dramatic performance gap between automation and manual
intervention. While a manual response typically takes between 120 and 420 seconds—Ilargely due to
the time-consuming process of human log review—the n8n workflow slashes this response time to
under 10 seconds. By processing syslog triggers almost instantly and pushing blocking commands via
the RouterOS API, the system neutralizes threats before they can exhaust CPU resources or identify
network vulnerabilities.

However, this efficiency comes with certain trade-offs. The most notable requirement is the need for
an additional dedicated server or cloud instance to host the n8n orchestrator and syslog listener. This
setup naturally adds a layer of infrastructure complexity and increases operational costs. Furthermore,
the system introduces a single point of dependency; if the external n8n server goes offline, the
automated defense mechanism is temporarily disabled. Despite these infrastructure demands, we
conclude that n8n remains a highly effective, low-code solution for administrators seeking to
implement real-time, automated network security.
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