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ABSTRACT

The rapid expansion of digital ecosystems has highlighted the limitations of

centralized data storage systems, which often struggle with data loss, censorship,

and single points of failure. To address these challenges, this study explores

the InterPlanetary File System (IPFS) as a decentralized data management so-

lution that enhances security, availability, and sustainability in distributed infor-

mation environments. Using the IPFS-KI framework, a descriptive–qualitative

methodology, this research examines the architectural design, operational mech-

anisms, and real-world implementations of IPFS. Through literature analysis,

node simulations, and case-based evaluation, the study investigates IPFS per-

formance in maintaining data integrity, fault tolerance, and resilience against

network disruptions and censorship. The findings reveal that IPFS provides im-

proved data reliability, transparency, and scalability compared to conventional

centralized architectures, although certain limitations remain in terms of node

stability and hidden centralization. This study contributes to a broader under-

standing of how decentralized storage technologies like IPFS can support the

development of more secure, equitable, and sustainable digital infrastructures.
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1. INTRODUCTION

In the era of rapid digital transformation, the reliance on centralized data storage systems has revealed

several critical weaknesses [1, 2]. Traditional client–server architectures, such as those based on the HTTP

protocol, remain highly dependent on a single point of control. This dependency makes them vulnerable

to data loss, censorship, system downtime, and cyberattacks [3, 4]. When a central server fails or becomes

compromised, the entire data ecosystem risks losing accessibility, integrity, and continuity [5]. Moreover,

centralized infrastructures are often inefficient in regions with unstable internet connectivity or limited technical

resources, further restricting equal access to information [6, 7].

In response to these limitations, decentralized approaches have emerged as an innovative alternative
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for improving data distribution and resilience [8]. Among the most promising technologies in this domain is the

InterPlanetary File System (IPFS), a peer-to-peer protocol designed to enable content-addressed storage and

distribution [9, 10]. Unlike traditional systems that locate files through server addresses, IPFS retrieves content

using cryptographic hashes derived from the data itself. This mechanism allows users to access files from

any node that stores a copy, thereby ensuring higher data redundancy, integrity, and resistance to tampering or

censorship.

Understanding how IPFS contributes to sustainable and reliable data management is essential for

advancing distributed information systems. While prior studies have highlighted its technical potential, com-

prehensive analyses of its real-world impact on data availability and sustainability remain limited [11, 12].

Recent studies have shown that integrating IPFS with blockchain can improve data validation speed, reduce

packet loss, and maintain transparency and energy efficiency, making it particularly relevant for applications

requiring verifiable audit trails, such as digital archives, IoT ecosystems, and supply chain traceability [13].

This research, therefore, seeks to bridge that gap by providing both theoretical and empirical insights into the

performance of IPFS in distributed environments.

Furthermore, the relevance of this study aligns with the United Nations Sustainable Development

Goals (SDGs), particularly SDG 9 [Industry, Innovation, and Infrastructure] and SDG 16 [Peace, Justice, and

Strong Institutions]. SDG 9 emphasizes the development of resilient, inclusive, and sustainable technological

infrastructures an aspect directly reflected in the potential of IPFS to enhance data availability, fault tolerance,

and long term digital resilience. SDG 16 highlights the importance of transparency, accountability, and secure

access to information. By reducing single points of failure and mitigating risks of censorship and data manip-

ulation, decentralized storage technologies such as IPFS contribute significantly to strengthening institutional

trust and ensuring equitable access to digital information. Therefore, this research not only advances techno-

logical innovation but also supports global efforts to build secure, sustainable, and inclusive digital ecosystems.

The main objectives of this study are as follows:

1. To examine the mechanisms of the InterPlanetary File System (IPFS) that enhance data availability within

decentralized networks.

2. To evaluate the sustainability and security performance of IPFS through simulation and case-based ob-

servation.

3. To identify the major implementation challenges and propose recommendations for overcoming scala-

bility and hidden centralization issues.

Through these objectives, the study aims to contribute to the development of more resilient, transpar-

ent, and accessible information infrastructures that leverage decentralized technologies.

2. LITERATURE REVIEW

2.1. Overview of IPFS and Its Core Architecture

The IPFS is a Peer-to-peer (P2P) protocol that enables decentralized data storage and distribution

through content-based addressing rather than traditional server-based systems [14, 9]. Each file stored in IPFS

is assigned a cryptographic hash generated from its content, functioning as a unique digital fingerprint that

ensures data integrity and immutability [15].

This design allows users to access content from any node containing a copy, thereby eliminating

reliance on central servers and improving fault tolerance [16, 17]. The Merkle Directed Acyclic Graph (Merkle

DAG) structure used by IPFS supports version control and duplication minimization, making it effective for

secure file sharing, digital preservation, and distributed applications [18, 19].

2.2. Data Availability in Distributed Networks

A prior study used four linked nodes with authentication keys to assess data availability in a decentral-

ized IPFS configuration [20]. The system was around three times more dependable than a centralized storage

setup, according to the results [21]. The current study, which expands the analysis by simulating compara-

ble circumstances to assess IPFS efficacy in preserving data accessibility during network outages, uses this

discovery as a crucial point of reference [22, 23].
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2.3. Security, Integrity, and Resistance to Censorship

IPFS strengthens digital security and freedom of information by eliminating central control points that

are vulnerable to censorship or cyberattacks [24]. Because IPFS relies on content hashes instead of domain-

based URLs, it minimizes exposure to Distributed Denial-of-Service (DDoS) and Man-in-the-Middle (MITM)

attacks. The integration of IPFS with blockchain technology enhances data integrity, verification, and traceabil-

ity. This combination enables secure, transparent, and tamper-resistant data-sharing systems essential features

for sectors like healthcare, IoT, and public administration [25, 26].

2.4. Integration of IPFS and Blockchain for Sustainable Data Systems

The synergy between blockchain and IPFS creates a powerful infrastructure for secure and transparent

data management. Blockchain offers immutable record-keeping, while IPFS provides efficient distributed stor-

age. Together, they enable decentralized applications that ensure authenticity, reliability, and cost efficiency

[27, 28]. Studies have shown that blockchain IPFS integration improves data validation speed and reduces

packet loss, while maintaining transparency and energy efficiency. This hybrid architecture is particularly rele-

vant for applications requiring verifiable audit trails, such as digital archives, IoT ecosystems, and supply chain

traceability [25, 29].

2.5. Challenges and Directions for IPFS Development

What technical and operational challenges arise in implementing IPFS-based distributed networks?.

Found that IPFS is actually a decentralized system, but because many nodes are hosted on large cloud services,

it is more centralized [30]. This can reduce the expected decentralization and put pressure on the principles of

a decentralized web.

3. RESEARCH METHOD

This study uses the IPFS-KI framework, a descriptive–qualitative methodology, to better understand

the function and effects of IPFS technology in distributed information systems. This method is appropriate for

analyzing IPFS, a relatively new and empirically understudied technology, since it prioritizes interpretation and

contextual analysis above solely numerical measurement [31]. Six steps make up the research process: litera-

ture review, IPFS architectural analysis, node simulation, implementation case study, assessment of disruption

resilience, and findings synthesis. The goal of each step is to gradually make clearer how IPFS supports data

availability and sustainability in both real-world and simulated scenarios [32, 12].

To provide a clearer overview of the methodological design, Table 1 presents the main components of

the IPFS-KI framework, along with their focus areas and expected outcomes.

As shown in Table 1, the IPFS-KI framework serves as a structured roadmap for conducting both the-

oretical and empirical analysis throughout the study. Each component builds upon the previous one beginning

with knowledge identification to establish conceptual grounding, followed by architectural observation and

practical validation. The later stages emphasize security evaluation and synthesis, ensuring that the research

captures not only the operational performance of IPFS but also its broader implications for data sustainability

and resilience.

The first is a literature study that aims to build a solid theoretical foundation on IPFS concepts and

architecture, particularly with regard to decentralized storage and information sustainability. Sources include

official IPFS documentation, white papers, peer-reviewed journals, and technological articles [33]. The second

is an analysis of IPFS architecture, focusing on its core principles, such as addressable content. This is an

analysis that aims to demonstrate the architecture’s capabilities for building secure and anti-fire systems.

In the third stage, simulations of several IPFS nodes are performed to observe system behavior under

network conditions that are restricted. These simulations evaluate IPFS’s ability to maintain data availability

and redundancy in the event of connection loss or node failure [34, 35]. In the fourth stage, case study analysis

is performed to evaluate the benefits and effectiveness of IPFS implementations in the real world. Implemen-

tations such as digital archiving, static websites, and remote communication projects are evaluated [36].

The fifth step involves evaluating IPFS’s resilience against censorship, cyberattacks like DDoS, and

node loss, sometimes including blockchain integration to enhance data integrity and reliability [37, 38]. The

final stage synthesizes the findings into a comprehensive narrative, highlighting how IPFS tackles data sustain-

ability and availability challenges while noting issues such as scalability limits and adoption barriers [39].
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Table 1. IPFS-KI Framework Components and Research Focus

Framework

Component
Description Research Output

Knowledge

Identification (KI)

Analyze existing literature

and IPFS studies to build

conceptual understanding

and identify research

gaps.

Established theoretical

foundation and conceptual

framework for IPFS analysis.

Infrastructure

Observation (IO)

Examine IPFS architecture

through simulations and

network analysis.

Empirical data on system

performance, redundancy,

and accessibility.

Practical

Implementation (PI)

Test IPFS applications in

real-world projects such

as digital archiving and web

hosting.

Validation of IPFS practicality

and sustainability in real

environments.

Security and

Integrity Evaluation

(SIE)

Assess IPFS resilience against

censorship, cyberattacks, and

blockchain integration.

Comprehensive understanding

of IPFS robustness and security

capabilities.

Synthesis and

Recommendation

(SR)

Integrate findings to draw

conclusions and propose

recommendations for

sustainable adoption.

Strategic insights and

implementation guidelines

for decentralized data systems.

Based on Table 2 data authenticity, immutability, and resistance to manipulation are all improved by

integrating IPFS with blockchain. IoT connectivity, medical data security, and environmental data reliability

have all improved as a result of this combination. The symmetric security paradigm and the integrated system

design, which support decentralized operations, are the primary advances. Future research is expected to focus

on large-scale validation, real-world deployment, and the development of adaptive decentralized systems that

can react to changing network conditions.

4. RESULT AND DISCUSSION

The infographic below outlines the main features of distributed information systems and offers a thor-

ough summary of the IPFS research findings. It outlines the primary elements influencing data resilience, de-

pendability, and accessibility as well as the difficulties encountered during IPFS implementation. The purpose

of this visual description is to make the technology’s advantages and disadvantages in real-world applications

easier to comprehend.

Figure 1. Core Concepts of IPFS for Distributed Information Systems
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Table 2. Comparative Analysis of Recent Research on IPFS and Decentralized Data Storage

Title Method (X, Y) Novelty Future Work

IPFS and blockchain

based reliability

and availability

for river streamflow data

X: Integration

of IPFS and

Blockchain

Y: Reliability and

data availability

improvement

Decentralized real

time data storage

Development of

a real-time river

monitoring system

Enhancing data

integrity in blockchain

physical systems

using blockchain

X: Blockchain

Framework

Y: Tracking and

integrity verification

via ICSF

Design of an

integrated ICSF

framework

Integration of IPFS

into decentralized

storage systems

Blockchain

and data

sharing review

X: Technical

literature review

Y: Secure dat

a sharing

System review of

blockchain-based

data communication

Prototype

implementation

of IPFS in

data systems

Data management

and resilience

in IoT using

blockchain-IPFS

X: Application of

IPFS & Blockchain

Y: Data resilience

and reliability in

IoT networks

Architecture for

blockchain–IoT

data storage

Improvement of

data performance in

large-scale networks

Decentralized

secure data

service with

hybrid blockchain

IPFS

X: Symmetric

blockchain-IPFS

model

Y: Privacy and

data integrity

verification

Formal model for

integrated data

storage systems

Adaptation of

models for distributed

energy systems

Integrated

distributed data

management system

X: Security review

Y: Integration

of IPFS–DLT

High-level data

security

Implementation of

IPFS–DLT integration

in manufacturing

systems

Blockchain-based

security framework

for IoT

X: Blockchain

framework

Y: Secure IoT

data sharing

Advanced IoT

data protection system

Integration of

blockchain–IPFS for

large-scale IoT data

management

Figure 1 illustrates four essential dimensions of the IPFS framework, encompassing data persistence,

fault tolerance, resistance to censorship, and decentralization constraints. This visual representation clarifies

how IPFS strengthens data reliability while revealing the technical and structural limitations that still affect its

deployment in distributed information environments.

4.1. Research on Information Sustainability through Decentralized Architecture

Research on decentralized data systems highlights that IPFS enhances information sustainability by

eliminating reliance on centralized servers. Through its peer-to-peer structure and content based addressing,

IPFS distributes data across multiple nodes, ensuring accessibility and integrity even during server or network

disruptions. This decentralized model promotes long term data resilience and transparency, addressing the

vulnerability of conventional centralized architectures.

The use of content-based addressing further strengthens data integrity by enabling each file to be

retrieved based on its cryptographic hash rather than its location. This approach ensures that data can be

accessed from any node storing a valid copy, making the system more resistant to tampering, modification, or

unauthorized deletion. Such characteristics support the preservation of digital information over long periods,

even under challenging network conditions.
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Overall, this decentralized model promotes long-term data resilience, transparency, and accessibil-

ity. By addressing the inherent weaknesses of traditional client server architectures, IPFS offers a sustainable

alternative for managing distributed information. These advantages make decentralized storage particularly

relevant for applications requiring high reliability, such as digital archives, public information systems, and

resource-limited environments.

4.2. Increasing Data Availability in Limited Conditions

This study evaluated how IPFS maintains data availability despite network interruptions through a

controlled simulation to ensure transparency in the experimental procedure. Four IPFS nodes, each set up on

different virtual environments with the same storage capacity (1 GB) and linked via a local network, were

used in the simulation. To guarantee consistent system behavior, IPFS version 0.23.0 was utilized [40]. The

percentage of successful data retrieval attempts relative to all queries is known as the Data Retrieval Success

Rate (DRSR). The average amount of time (measured in milliseconds) needed to obtain a file from available

nodes is known as the Average latency (AL). The number of different nodes that successfully supplied the

same material is known as the Redundancy Factor (RF). According to the findings, IPFS maintained a 95%

DRSR while two nodes were unavailable and a 100% DRSR when one node failed. Under low connectivity,

the average latency rose marginally from 215 ms to 290 ms, but the redundancy factor stayed constant at 3.0,

suggesting that content copies were regularly dispersed among several nodes. By contrast, once the primary

server was removed, the centralized server model was unable to deliver any material. These results validate

IPFS’s enhanced access continuity and almost thrice increased fault tolerance in decentralized settings. A more

transparent and reliable investigation of IPFS performance under various network conditions is ensured by the

quantitative information that backs up the qualitative observations.

4.3. Enhancing Data Integrity and Anti-Censorship Mechanisms in IPFS

IPFS reinforces the integrity and accessibility of digital information by decentralizing data storage and

eliminating reliance on a single authority. Through its peer-to-peer structure and content-based addressing, data

cannot be easily suppressed, altered, or removed by external entities [41]. This architecture prevents content

blocking that typically occurs in centralized systems dependent on domain-based URL [42]. Moreover, when

integrated with blockchain technologies such as Ethereum, IPFS achieves higher transparency and verifiability,

allowing each transaction and data modification to be securely recorded and authenticated [43]. Together, these

mechanisms provide a robust defense against censorship, tampering, and unauthorized manipulation within

distributed networks.

4.4. Real Implementation Case Study

IPFS Digital archiving projects, static website creation, and data sharing platforms in remote areas are

some of the IPFS implementations [44]. These implementations demonstrate that IPFS effectively sustains data

accessibility without dependence on centralized servers. An increased number of participating nodes enhances

content delivery speed and overall network responsiveness, reflecting the scalability and operational efficiency

of decentralized storage environments.

IPFS supports long-term preservation by ensuring that stored files cannot be easily altered or deleted,

making it suitable for historical and governmental records. Meanwhile, static websites hosted on IPFS benefit

from improved resilience and reduced server dependency, particularly in regions with inconsistent connectivity.

Remote communities also leverage IPFS-based data-sharing systems to facilitate access to educational materi-

als, health information, and administrative documents without relying on centralized internet service providers.

The effectiveness of these implementations is further enhanced by the increasing number of active

IPFS nodes participating in content distribution. As more nodes replicate and store content, retrieval speeds

improve, and overall network responsiveness becomes more stable. This demonstrates the underlying scalabil-

ity and operational efficiency of the IPFS architecture, reinforcing its potential as a sustainable alternative to

centralized data storage infrastructures.

4.5. Hidden Centralization and Sustainability Implications

Despite IPFS’s decentralized, peer-to-peer architecture, this study finds that a major obstacle is the

persistence of disguised centralization. Major cloud service providers like AWS, Google Cloud, or Azure

continue to host a sizable percentage of IPFS nodes [45]. Because service outages, pricing regulations, or ac-

cess limitations from these providers could still affect global data accessibility, this dependency compromises
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the network’s independence [46]. While IPFS removes single points of failure at the protocol level, it indi-

rectly reintroduces vulnerability through centralized hosting practices, creating a contradiction in decentralized

designs [47]. Because only well-funded or technically skilled users can maintain stable nodes, this reliance

on commercial infrastructures leads to unequal participation [48]. When a result, the diversity and resilience

needed for real decentralization are diminished when the global node distribution becomes concentrated in par-

ticular areas and service platforms [49]. In order to overcome this obstacle, community-based and edge-hosted

nodes should be given priority in sustained decentralization, allowing individuals and small businesses to en-

gage with the IPFS ecosystem without relying on cloud infrastructure [50]. A more distributed and balanced

network could be achieved by integrating edge computing, promoting open node incentives, and streamlining

node deployment on low-power hardware. IPFS can better fulfill its objective of guaranteeing long-term data

sustainability, censorship resistance, and equal access to information by reducing disguised centralization [38].

This broader viewpoint supports the claim that decentralization needs to take governance and infrastructure

into account in addition to protocol design [42].

In addition to demonstrating technical improvements in data availability, resilience, and integrity, the

findings of this study also align with several Sustainable Development Goals (SDGs). The enhanced reliability

and decentralized architecture of IPFS directly support SDG 9 (Industry, Innovation, and Infrastructure) by

promoting innovative digital infrastructure capable of withstanding system failures and reducing reliance on

centralized data centers. Furthermore, the platform’s ability to maintain transparency, resist censorship, and

secure information integrity reflects the principles of SDG 16 (Peace, Justice, and Strong Institutions), which

emphasizes accountable and trustworthy information systems. The collaborative nature of decentralized net-

works, which requires participation from diverse stakeholders to increase node distribution, also contributes to

SDG 17 (Partnerships for the Goals) by encouraging multi-stakeholder cooperation in building sustainable and

equitable technological ecosystems.

5. MANAGERIAL IMPLICATION

The findings of this study highlight that adopting IPFS can significantly enhance organizational data

resilience, security, and autonomy. By implementing decentralized storage, institutions can reduce their depen-

dence on centralized servers, thereby minimizing the risks of system downtime, censorship, and data breaches.

This approach is especially beneficial for organizations operating in environments with limited infrastructure,

as IPFS ensures continuous data accessibility even under unstable network conditions.

Integrating IPFS with blockchain frameworks further strengthens data integrity and traceability, mak-

ing it a valuable solution for sectors that require verifiable and tamper-resistant records, such as education,

governance, and public archives. To ensure successful adoption, organizations should initiate implementation

through small-scale pilot projects while gradually expanding usage based on performance evaluations.

Moreover, management must invest in staff training to develop technical understanding of decentral-

ized storage operations, as human competence plays a vital role in maintaining the network’s stability. Pro-

moting community-based node participation and reducing reliance on commercial cloud providers will also

help preserve the principles of true decentralization. By aligning these managerial strategies, organizations can

move toward more transparent, secure, and sustainable information ecosystems.

These managerial implications are also closely aligned with the Sustainable Development Goals

(SDGs), particularly SDG 9 (Industry, Innovation, and Infrastructure), which emphasizes the advancement

of resilient and innovative digital infrastructures. The decentralization approach supported by IPFS also con-

tributes to SDG 16 (Peace, Justice, and Strong Institutions) by enhancing transparency and ensuring the in-

tegrity of information systems that are resistant to censorship and manipulation. Furthermore, the collaborative

nature of decentralized node networks reflects SDG 17 (Partnerships for the Goals), highlighting the importance

of multi-stakeholder cooperation in developing secure, inclusive, and sustainable digital ecosystems.

6. CONCLUSION

The findings of this study demonstrate that the InterPlanetary File System (IPFS) has significant po-

tential to strengthen data sustainability and availability within decentralized environments. Through its peer-

to-peer architecture and content-based addressing, IPFS ensures continuous access to information even when
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multiple nodes fail or disconnect. When integrated with blockchain, the system benefits from enhanced au-

thenticity, integrity, and protection against censorship and cyberattacks, making it a reliable solution for orga-

nizations and communities operating in areas with limited connectivity.

Furthermore, this research also contributes to global development priorities by aligning with key Sus-

tainable Development Goals (SDGs), particularly SDG 9 (Industry, Innovation, and Infrastructure) and SDG

16 (Peace, Justice, and Strong Institutions). The adoption of decentralized storage technologies such as IPFS

supports the establishment of resilient digital infrastructures, strengthens transparency, and reduces reliance

on centralized authorities all of which are essential components of sustainable and equitable digital ecosys-

tems. These contributions highlight the broader relevance of this study in advancing secure, inclusive, and

future-ready information systems at a global scale.

Despite its promising advantages, achieving full decentralization still requires addressing several chal-

lenges, including scalability limitations, indexing latency, and hidden centralization caused by cloud-hosted

nodes. Future research should explore hybrid node infrastructures that combine cloud and local resources,

community driven participation mechanisms, and the integration of emerging technologies such as artificial

intelligence and edge computing. Collaboration among researchers, developers, and policymakers will also

be essential in developing standardized governance frameworks and interoperability protocols. Through these

efforts, IPFS can progress toward becoming a fully decentralized, sustainable, and globally accessible data

ecosystem.
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